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AHHOTammMsi. B cratee aBTOpaMM  paccMaTpuBAlOTCS  PE3yJbTaThl  ACAYKTUBHOM
Bepudukanuu Habopa u3 26 Oubmmoreunsix ¢yHknuid sapa OC Linux ¢ momompio creka
HHCTPYMEHTOB AstraVer. B Habop BKIIIOYEHBI IPEUMYIIECTBEHHO (DYHKLIUH, PabOTaroLIe C
JaHHBIMH CTPOKOBOTO THma. Llenbio BepUdUKAIMU SBIAETCS [OKa3aTEIbCTBO CBOMCTB
(GYHKIMOHANBHOW KOPPEKTHOCTH. B crarhe paccMaTpHBAIOTCS AHAJIOTHYHBIE PAaOOTHI IO
BepU(UKanK, CPaBHUBAIOTCS IMOJTyYSHHBIE PE3yNIbTAThl, pacCMaTpHUBaeTCs psil Ipodiem, ¢
KOTOPBIMHU CTaJIKMBAJINCh aBTOPHI MPEBIIYIINX paboT, B TOM YUCIe MPOOJIEMBI, C KOTOPBIMU
YIaJoCh CIPaBUTCS B PaMKax NaHHOH pabOTbl M Te, KOTOphIE BCe €l MNPErsTCTBYIOT
ycnenrHol Bepudukanuu. Takke mpemiaraetcsi METOJOJIOTHs pa3paboTKy crienuduKanuii,
NMpUMEHEHHas Uil paccMaTpuBaeMoro Habopa (YHKIHMH, KOTOpas BKIOYAaeT HEKOTOpBIE
maboHHBIe TIPUEMBI pa3paboTKu crenuduKanuid. ABTOpaM yOAloch OKa3aTh MOJHYIO
KOPPEKTHOCTb JBaALaTH MATH (QyHKUHMil. B cTaThe MpHBENEHBI Pe3ysbTaThl J0KA3aTeIbCTBA
MOJNYyYEHHBIX YCJOBUil BepHOHUKAIMH KOKIOH (YHKIMM C TOMOIIBIO HECKOJIBKUX
coBpeMeHHbIX SMT-conBepos.
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1. BeedeHue

Ouubxu u Z[e(l)eKTI)I B KPUTHUYCCKH BAKHBIX KOMIIOHCHTAX OHepaHHOHHOﬁ CHCTCMBbI
MOT'YT OPHUBECTU K IOJIHOH €& KOMIIPpOMETAILIU. O,HHI/IM n3 CpCACTB NOBBIMICHUA
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YPOBHS 0BEpUsl K CUCTEME SIBISICTCS eAyKTHBHasl Bepubukanus. OHa 1O3BOISIET
JUISL OTAETBHBIX THIOB A€(EKTOB I0Ka3aTh MX OTCYTCTBHE B HCCIIEyEMOM HCXOTHOM
KOZIE.

Kox smpa Linux Hammcan Ha s3pike Cu. B kome siapa MIMPOKO HCHONB3yeTCs
NEPETUITNPOBAHNE yKa3aTenel, ykazaTenn Ha (yHKOUM, OHTOBBIE OMEPAIHH,
HECTAaHAPTHBIC PACIIMPEHUS U JPYrHe BO3MOXKHOCTH si3blka CH, OCIOKHSAIOIINE
JCIYKTUBHBIA aHAIN3 COOTBETCTBYIOIMX (parmenToB Cu-koma. MHCTpyMeHTHI
JEIYKTUBHOW Bepu(MKalMM, Kak NpaBWwio, MO0 HE TOJVICP)KUBAIOT TaKue
BO3MOXKHOCTHU si3bIka CH, JTMOO HE ITO3BOJIIIOT JOKa3bIBATh JUIS HUCIOJB3YIONIUX HX
Y4acTKOB KOJa COOTBETCTBHE HETPHBUAIBHBIM CIEIM(PUKALIMAM (YHKIMOHAIBHON
KOPPEKTHOCTH. BOJIBIIMHCTBO MHCTPYMEHTOB JAeAyKTUBHOW Bepudukaimu Cu-kona
HaJlararoT sIBHbIE MJIM HEsIBHbIE OIPAHMUYCHUS HAa CHHTAKCUC f3bIKa U OOIIMI CTHIb
koaupoBaHus [1].

[Tpn Bepudmkamuu koma sapa Linux NpUXOAMTCS CTAaJKMBAThCS CO MHOTHMH
OIpaHUYCHUSIMU WHCTPYMEHTOB JEIYKTHBHOH BepU(UKAlMHU, WX HEIOCTaTOYHOI
3pENOCThIO U TOJNHOIEHHOW TOJJEP)KKHM TONOOHOro Koja. bomipmmHCTBO
OTpaHMYECHUH MOXET OBITh CHATO B TOM CIydae, €CIHM pa3pelieHa MOIU(UKAIUS
Koja. B Takom cirydqae BO3MOKHO 3aMEHHTH HETIO[/ICPKUBAEMbIC KOHCTPYKIUH HIIH
K€ YJaCTKH KO, IUIOXO MOAJAIOMNecs IeAyKTUBHOW BepU(PHKAIINY, CEMAaHTHIECKU
9KBHBAJICHTHBIM KOZOM, KOTOPBIH JIETKO 00padaThIBacTCsl HHCTPYMEHTaMHU.

B npoekTax 1mo BepuQHKayy 3TO CUUTAETCS IIPUEMIIEMbBIM U JKEJIaTeJIbHBIM, TaK Kak
CTOMMOCTh  JIOPaOOTKM HHCTPYMEHTOB MHOTOKPAaTHO IIPEBBIIIAET CTOMMOCTD
MEPENHCHIBAHMUS YAaCTH KOJIA TIPOCKTa.

OnHako npy BepuduKanuy, HaIpuUMep, MOAYJIS sipa Linux HEBO3MOXKHO CHATH BCE
NO/MI00HBIE OTPaHWYCHHUS, TaK KaK MOJYJb, SBISISICH YacThlO CaMoro sjpa,
OCHOBBIBAETCSl HA €r0 CTPYKTypax JIaHHBIX, HHTepdelice 1 HaciexyeT OO CTHIIb
KOJMPOBAHUSA sIIIpa.

ITo sToit MpuuMHE B AaHHOH paboTe aBTOPHI YASNSAIOT 0CO00OE BHHMAaHHE TOMY,
YTOOBI I0Ka3bIBaTh KOJ B MAKCUMAaJIbHO HEM3MEHHOM BHJIE.

OnmHOM W3 OCHOBHBIX Lened mnpoekra AstraVer [2] sBisercst nopaboTka
MHCTPYMEHTOB JIelyKTUBHON BepUdUKauu Ui paboThl ¢ KomoM siapa Linux.
Hecmotpst Ha cymecTBeHHbIE MpoaBIKeHHMs [3, 4] B pa3paboTke HHCTPYMEHTOB, Ha
MOMEHT Hayajia JaHHOW pabOoThI HE CYMIECTBOBANIO IIEIFHOTO U PENPE3CHTATHBHOTO
Habopa TECTOBBIX IPHUMEPOB, HATIIAOHO OTPAXKAIOIIETO TEKYIIEe COCTOSHHE
mporpecca B HAaNpaBJICHHH TOCTIDKEHHS Ielel 3Toro mpoekrta. [lamHas pabora
MPH3BaHA BOCHOIHHUTH 3TOT MPOOeT.

XoTsi BBIOpaHHBIE [UIsi aHanu3a OWONMOTeYHBIe (YHKIIMKM HE MOJHOCTHIO
MOKPBIBAIOT CIOXKHBIE Ui aHATW3a KOHCTPYKIUH, HCIOJb3yeMbBIe B KOJAE sIpa
Linux, paccmarpuBaeMbiii B paboTe Ha0Op IOCTATOYHO pENpPEe3eHTATUBEH U
MO3BOJIIET KaK MPOU3BOJIUTH CPAaBHEHHE C aHAJIOTUIHBIMU paboramu [5, 6], Tak u
HarJISTHO MOKAa3bIBaTh OCHOBHBIE CIIOXKHOCTH MoJenupoBaHus CH-KOAa C TOMOIIBIO
MHCTPYMEHTOB JEIYKTUBHOM Bepu(ukanuu. JlaHHBI HAOOp MO3BOJMI BBHISBUTH
HETbI psiil OMMOOK M HEIOCTAaTKOB B HMHCTpyMeHTax ASTRAVER, KOTOpbIE Ha
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TEKyIIMii MOMEHT YK€ OBUIM HCIIpaBlieHBI. Takxke OBUIM BBIABICHBI HEKOTOPEIC
(yHIaMeHTaIbHBIE OTPAaHMYCHHS, MIPUCYIIHE HCIONB3YEeMBIM B HHCTPYMEHTaxX
MOJIEIISIM CyIIHOCTeH s3pika CH, TaKMX KaK 3HAYCHUS [CIIOYUCIICHHBIX THIIOB
JAHHBIX, YKa3aTeNH, ajJipeca, BeIACICHHbIC OJOKH MaMATH U Ap. DTH OTPaHUICHUS
HE TI03BOJISIIOT J0OKa3aTh HEKOTOpBIE CBOMCTBA peaM3alliii aJTOPUTMOB U
NOAPOOHO PacCMAaTPUBAIOTCS B JaHHOI CTaThe.

OCHOBHBIE PE3yIIbTaThl JAHHOH PabOTHI COCTOAT B CIEAYIOMIEM:

e  BbUM BBISIBIICHBI M TIOIPOOHO PacCMOTPEHBI OCHOBHBIE OI'PaHUYCHHS
METO/I0B MOZICTIMPOBAHNS LIEJIBIX YHCEIT U yKa3aTelel B HHCTPYMEHTaxX
JeTyKTUBHOM Bepuduranun ASTRAVER.

e bbu1 pa3paboran ¥ NIPUMEHEH Ha MPAKTHKE Psi NPUEMOB CHIEHU(PUKALIH U
JI0Ka3aTeNIbCTBA KOPPEKTHOCTH, O0Ieryaromuii NpuMeHeHne
WHCTPYMEHTOB JACeAYKTUBHOU Bepudukarmu k koxay siapa OC Linux. B Tom
YHCIIE UCIONB30BaHNE MYOIUPYIOMNX crieudukamii, GopMaTu3yommx
TIOBE/ICHHE IIEIEBBIX PEATH3AIMOHHBIX (DYHKIIMH KaK ¢ OMOIIBIO
MIOCTYCJIOBUH, TaK U C TIOMOIIBIO MOJIEJIBHBIX (DYHKIIHH, a TAaKXKe
pa3pabotka criennupukanuii QyHKINI Ha OCHOBE UX pealn3anyii u
KOHTEKCTOB HCIIOJIb30BAHMS.

¢ Dbrura ycnemHo gokazaHa KOPPeKTHOCTh 26 ¢yHkmi sapa Linux, 23 u3
KOTOPBIX OBLIH JI0OKa3aHBI 0€3 KaKOT0-IM00 H3MEHEHUS UX UCXOIHOTO
KoJa.
Take B paMkax paOOThl Obla MpPEAJOKEHa, pealn3oBaHa M NpPUMEHEHa Ha
MpaKTHKE HOBAas KOMIIO3UTHAS MOJENb LENbIX YUCeT I MOAYIS NeAyKTUBHOH
Bepudukamunm ~ ASTRAVER, oOnerdamomas MOJCIHPOBaHHE  ONEpanuii ¢
0e33HAKOBEIMH IIETIBHIMU U TIPE0OpPa30BaHUN MEKAY PA3IMIHBIMHE [IEJIOYHCICHHBIMA
TUTIAMH JTaHHBIX.
Hackompko W3BeCTHO aBTOpaM JaHHOH CTaThH, OWONMOTEYHBIC (YHKIUHU SIIIpa
Linux paHee He aHATM3UPOBAIUCH METOIOM [SAYKTHBHON BepUpUKAIHH
cucreMaTndecku. OCHOBHOM IpakTHYECKHH pe3ynbTaT AaHHOM pabdoTel —
pa3paboranHple cnenMpUKauN OMOMHOTeyHBIX (yHKIWHA sapa Linux u
JIOKa3aTeNbCTBO  COOTBETCTBHSA  peanm3anuidi  QyHKOMH — pa3paboTaHHBIM
crnenuduKausIM C TOMOIIBI0 HHCTPYMEHTOB JEIYKTUBHOW BepUdUKalu
ASTRAVER.
Kon ¢ynkumii, crnenuduKanvd W MOPOTOKOJBI JOKa3aTEJIbCTB BBUIOKEHBI B
OTKPBITOM JIOCTYIIE BMECTE ¢ MHCTPYKLMSIMHU II0 BOCIIPOU3BEACHUIO pe3yibTara [7].
Crneundukanuy ¢ UCXOIHBIM KOJIOM MOTYT B JajibHEHIIEM CIYXHThb TECTOBBIM
HabOPOM [IJIsl HTHCTPYMEHTOB JIelyKTUBHOI Bepru(HKALUU U COJIBEPOB.
B crartee mpuBOIHMTCS CpaBHEHHE pe3ylIbTaTOB IAHHOW pabOTHI ¢ paboTamMH MO
JNEAYKTUBHON BepH(UKAIMK CTaHAApTHBIX OMOnmmoTedHbix (yHKIMA klibc [5] u
OpenBSD [6].
CraThs TMOCTpOCHA CIEAYIONUM O00pa3oM: B ceKmum 2 Jaércs ONMUCAHHE
MPUMEHSIEMBIX B  paboTe HHCTPYMEHTOB BepudHKaIlMW,; B CEKIUU 3
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paccMaTpUBAIOTCS AHAIIOTUYHBIC IPOCKTHI IO pa3paboTKe CrernbHKaIHiA; B CEKIMN
4 KpaTKO OIHMCAaH HCIIONB30BaHHBIN s3bIK crenudukammii ACSL; B cexmum 5
OTUCHIBAIOTCSI U3MEHEHHSI, KOTOPbIE ObUTH BHECEHBI B MHCTPYMEHTHI BepU(pHKAIH
B XOJ€ NaHHOH pa0OTH; B CEKIMH 6 OIMCHIBAIOTCS IOAXOIBI K pa3paboTke
cnenuUKaIuii, KOTopble OBUTN BRIPA0OTAHBI M MPUMEHEHBI B IpoIiecce padoThI; B
CEKIIMHM 7 OMHUCHIBAIOTCS MPOOJIEMBI, KOTOPBIE HE yNAJOCh PEIINTh; B CEKIMU &
MPEJICTaBJICHBI PE3yIbTAThI PA0OTHL.

2. lHcmpymeHmbi eepuchukayuu

CyIeCTBYIOT ~pa3MYHbIC HMHCTPYMEHTBI IS JCAYKTUBHOW  BEepHU(UKAIUU
nporpaMM, B TOM YHCIIC U JUIA BepUHUKarmMu Koia Ha si3eike Cu. MHCTpyMeHT
FRAMA-C [8] sBnstercst (peliMBOPKOM, IO3BOJISIIOIIMM  PEaM30BHIBATH U
KOMOUWHHPOBATh Pa3HbIC BUABI CTATHYCCKOTO aHanm3a. [l aHHOTHPOBAHHS KO/
FRAMA-C ucnonesyet crieriuainbhbiii s3pik ANSI/ISO C Specification Language [9].
Oro s3pIK ommcaHus moBeneHWA. OH MONICpKUBACT HANHCAHHE KOHTPAKTOB
¢yHKIMi (Ha ypoBHE Tped- M TMOCTYCIOBHWI), a Takke MHBAPHAHTOB IMKIIOB H
akcuoMaTmdeckux Teopuit. FRAMA-C mHTerpupyer creruuKaniy 1 KOA B €IHHOE
CHHTAaKCHYEeCKOEe [IepeBO, C KOTOpEIM paboTtaror Miaruebl. [ms FRAMA-C
CYIIECTBYET HECKOJBKO IDIATHHOB JUIs NeTyKTHBHOM Bepudukanuu koxa: WP [8],
JESSIE [10] m ASTRAVER [2]. Ilocnenunii mnaruH sBisgercs ¢popkom JESSIE. OnmHa
W3 OCHOBHBIX IeJiel, KOTOpas 3asBJICHAa €ro aBTOpaMH — 3TO g0paboTKa
MHCTpyMeHTa st Bepupukaunu koaa sapa Linux. s poxazarenscTBa GyHKIHMA
aBTOPHI MCIIOJIb30BaHN TUIariH ASTRAVER.

[Inarua nexyktuBHOW Bepudukanuu ASTRAVER (kak u JESSIE) TpaHCIHpYeT
BHyTpeHHee mpenctaBieHne FRAMA-C B Mojenb MNporpaMMmbl Ha  SI3BIKE
WhyML [11], Ha ocHOBe peaan30BaHHBIX B HEM MOJEJCH MaMATH U Omepanuil
YUCJIaMHU.

Huctpyment WHY3 reHepupyeT yCIoBUs BepU(PUKAIMK ISl IPOTPAMMBbI Ha S3bIKE
Why3ML wu mnpeoGpa3yer uxX BO BXOJIHBIE 3alaHUs i cosBepoB. Cpenu
noanepkuBaeMbix WHY3 — Takue comiBepbl, kak ALT-ERGO, CVC3, CVC4, 73,
SPASS, EPROVER, SIMPLIFY u O00JbIIO€ KOJHYECTBO ApPyrux. WHY3 Takxe
MOJUICPXKUBACT psiA  TpaHchopMaIMid Uil yCIOBHH BepH(DUKAIUK, HAIpUMED,
nopa30reHNE Ha OTACIBHBIC YCIOBHUS BEPU(PHUKAIINU 10 KOHBIOHKITHSM.

3. AHanoau4Hble pabombi

Tak kak WHCTpYMEHTHl aeayKTHBHOW Bepupukanmm WP u JESSIE sBisitoTcs
JIOCTaTOYHO 3pEJILIMH, paHee OHHU YXK€ YCIICITHO NMPUMEHSUINCH JUId BepH(UKaluu
peanbHoro Koxa. Tak, B paGore [6] moka3bIBaeTcst KOPPEKTHOCTH 12 cTaHIapTHBIX
(yHKIMI CTPOKOBOTO THIIA, peasin30BaHHEIX B OpenBSD. ABTOpamMu nCTONIB3yeTCs
JESSIE B KauecTBe IJIaruHa AeAyKTHBHOH Bepudukanuu. [10JHOCTBIO KOPPEKTHOCTD
(BaIUIHOCTH BCEX YCIIOBHU BEpU(DHUKAINN) YAATOCH JOKa3aTh UIA 7 (GYHKIUH, s
OCTAIbHBIX 5  (QYHKOWA  HECKOJNBKO  YCJOBHHA  BEepUPHUKAIUU  OCTAIUCH
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Henoka3aHHBIMA. OCOOEHHOCTBIO pabOTHI SABJISETCS TO, YTO aBTOP I KaKIOW
(GyHKOMK Jenan TpH UTEepalnu Mo pa3paboTKe CIer(pHUKAIMOHHOTO KOHTPAKTa!
MEPBYI0 — Ha OCHOBE CTaHJapTa M OIBITA CaMOTO aBTOPA, BTOPYIO — Ha OCHOBE
JOKyMEHTaru (man), TPeTblo - Ha OCHOBE MOKYMEHTAIlMH M KoAa (YHKITHH.
IocnenHsis Bepcust crnenuUKANINN TPAKTUYECKH B KaXKIOM CIydae CHIBHO
OTIMYaNacCh OT IEPBBIX JABYX. ODTO MOKA3BIBACT, UTO pPa3padoTaTth (OpMalbHYIO
cnenu(UKaMio Ha CYMIECTBYIOIIYIO peann3amuio, 0e3 JocTyma K caMoi
peanu3anyy, JOCTATOYHO CIOKHO. OmHaKo MOROOHBIN HTEPALMOHHBIA MOAXO[
MIO3BOJIMJI aBTOPY HAHTH HETOYHOCTH B JOKYMEHTAIIMU K HECKOJIIBKUM (PYHKIHAM, a
TaK)Ke OTCYTCTBHE ITOJHOTHI OTIMCAHUS TOBEJCHUS (DYHKLUH B PsIE CIy4acB.

Jn1st HeKOTOPBIX (QYHKIMI aBTOPY MOTPeOOBAIOCH BHECTH U3MEHEHHUS B HX KOJI. DTO
ObITO CBA3aHO C JBYMsI KOHKPETHBIMH CHUTyalMsIMH. B mepBoil ykazaTenwm Ha THII
char B ¢pynkumsax strcmp u strncmp npuBoanmiInch K ykaszarensMm Ha unsigned
char. Bo Bropoii B ¢yHkmum strlcat wureparop nukna mnepemosHsuICS Ha
MOCJIEIHEM IlIare UTEepaluy 3a CYET MOCT(HUKCHOTO AEKPEMEHTa, YTO MPHUBOIUIO K
HEBO3MOXKHOCTH  JIOKa3aThb  YCIIOBHE  BepUPHKalMM Ha  IEJIOYUCICHHOE
MIEpPETIONTHEHNE, XOTA U HE BEJO K ONIMOKE MPH BHIMOJHEHUH Koxa (yHKIuH. Jlis
JIOKA3aTeNbCTBA YCIOBHM BepH(HUKAIMM HCIONB30BATUCH conBepbl ALT-ERGO
(0.7.3), SIMPLIFY (1.5.4) u Z3 (2.0).

B cratee [5] aBrophl wucnonb3yioT FRAMA-C ¢ minaruHoM JeIyKTUBHOM
Bepudukarnun WP s Bepudukanmm koxa ¢pyakuuid 6nbnmmoreku klibc. ABTopam
yaJIOCh TIOJTHOCTBIO JIOKa3aTh KOPPEKTHOCTh 14 QyHKumi, paboTarommx c
JAHHBIMH CTPOKOBOTO THMA, s 12 QyHKIMH He yAajaoch I0Ka3aTh 4acTh YCIOBHI
Bepudukanum, emé Ha 4 (QYHKOUSIX TpOsSBHIM ceOs OmMOKM B HHCTPYMEHTAX,
BOCIPENATCTBOBABIINE HX TIIOJHOIEHHOMY 3amycky. [loMmmo QyHKOnH mis
cTpokoBoro Tuma (u3 string.h) B pabore Takke aHATU3UPOBAIUCH (BYHKIIUU U3
stdio.h. Kak ormedaercss caMuMu aBTOpaMH, HPaKTUYECKH Bce (YHKIMH M3
JIAHHOTO 3aroJIOBOYHOro (haiiyia UCIob3yIOT CUCTEMHBIE BBI3OBBI, YTO B KOHEYHOM
utore BeNET K TOMY, 4TO CHEUM(HUKALUK JUIS HUX IMOJy4YalTcs ciadbimu (weak).
[Ipn pabore ¢ komom (YyHKIMH aBTOPHl BHOCWJIM B HEr0 W3MEHEHHs, KOTOpBIE
MO3BOJISUTM OOXO/IUTh OTPaHWYEHHs NPUMEHSIEMBIX WHCTPYMEHTOB WJIN YIPOIIATh
PE3YJIBTHPYIOIIUE YCIOBHS BEPUPHUKAIHH.

Tak, aBTOpHI 3apaHee W3y4HIM HPOOJEMBI C MOJEIHUPOBAHUEM IE€PETUIHPOBAHMS
ykazareneil (type casts), Hampumep, unsigned char* B char®*, u crapammcs
W3MEHUTD KOJ, AJIsl TOTO YTOObI HCKIIOUYNTh NOJA00HBIE OTIEPALIUH.

I[MomMumo 3TOroO, MPOOJIEMBI BHI3BAJI MOBTOPSIOLUIMNCS MIA0JOH KOJAa, Ilie B IHKIIE
while ocymecTBiseTcss NTOCTPHUKCHOE YMEHBUICHHE 3HAYCHHS [EPEMEHHOI
0e33HaKoBOro THMA. BBIXOA W3 LHUKJIA B TakoM Cilydyae HPOUCXOJHUT, KOTIa
NepeMeHHasi paBHa HYJIIO, HO IIOCNIE CpPaBHEHUS BCE DPaBHO OCYIIECTBISIETCS
yYMEHbIIIEHNE 3HaYEHHs IEPEMEHHO Ha equHUIly. B cirygae 6€33HaKOBOTO THIIA 3TO
NPUBOAMT  LEJNIOYNCICHHOMY  TIEpeloNHeHHI0. B peampHOCTH,  OJHAKO,
LEJIOYHCIICHHOE TIEPETIONHEHNE HEe BEAET K OmMOKe B Kojie (GYHKIIMH, TaK KaK 10CiIe
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BBIXO/Ia M3 IMKJIAa TIepeMEHHass HUTJle He HcroJib3yeTcs. Ho B Takoil cuTyanuu He
ymaéTcst OKa3aTh yCIOBHE BEpUPHUKAINHN, TPEOYIOIee OTCYTCTBUS EPEIIOTHEHHUS.
Juis mokazaTensCTBa YCIOBHHA BepH(UKAIIMN HCIIOIB30BAIICH colBepbl ALT-ERGO
(0.95.1), CVC3 (2.4.1),7Z3 (4.3.1).

CaMbIM pa3BEPHYTHIM TOKYMEHTOM II0 pa3paboTke crieruduranuii Ha s3p1ke ACSL
spisiercss ACSL by Example [12]. B Hem nokaspIBaeTcss KOPPEKTHOCTD QYHKIHIA U3
cTaHmapTHoit OmbOmmorexku C++. DyHKOMM mepen pa3paboTkoil crenuduranuit
TIEPENICHIBAIOTCA ¢ 0000IMIEHHOH peanm3anuy Ha mabioHax B (GyHKIUH si3bika CH,
pabortatommie Ha MaccHBaXx »DJeMEHTOB Tuma int. Pa3paboTdmku peryispHO
OOHOBIIAIOT OTYET NOOABIIEHMEM HOBBIX (YHKIHMH CO CICHHU(PHUKAIMSIMHA K HIM,
WCTIPABIIIOT OIIMOKH B MPOIMUIBIX CIeNU(UKAIIIX U repepadaTeiBatoT ux. [Ipoekt
mmtest ¢ 2009 roma. JIOKyMEHT COZEp)KHT OOJNBIIOE KOJHMYECTBO ITONHOCTHIO
JIOKa3aHHBIX (yHKOWH. B kadecTBe conmBepoB ucmonb3yioTcs ALT-ERGO, CVC3,
CV(C4, Z3, EPROVER. Mcnonp3yeTcs mIarud JeIyKTHBHOM Bepudukanun WP.
Otuér xommanuu GrammaTech [13] comepkuT ommcaHHE THIIOBBIX HpoOIEM, C
KOTOPBIMH CTOJIKHYIUCh aBTOPHI IpH pa3paboTke crenn(uKaii K pearn3alin
crangaptHoit OmOmuorekn GT libc. Onm umcmomb3oBamu FRAMA-C ¢ mmarumHOM
nenykrtuBHoi Bepudukanuu WP. Cpeam mnpouyero aBTOpaMu  ONHUCHIBAIOTCS
npoOJaeMbl  MoJeNeii 1aMsaTH, BO3HHKAOIIUWE MpU BepuduKanuu Koma ¢
NEPETUIINPOBAHNUEM yKa3aTelel, a TAKXKE CO CPABHEHUEM YKa3aTeIICH.

4. A3bik cneyugukayuti ACSL

ACSL sBnsiercss s3bIKOM  crieiudukanuu  moeneHus wuHTepdeiicos (BISL,
Behavioral Interface Specification Language) [14], peanu3oBannbiM Bo FRAMA-C.
ACSL paspaboran crneuuaigbHo st crenupukauuu cBoiicte Cu-nporpaMMm U
MNOAXOAMT JUIsl HAalKMCaHWs KOHTPAKTHBIX crenudukanuid (mpea- u MoCcTycIoBUil),
(dopmanuzamu cBOMCTB Oe30macHOCTH (IIPEANKATOB Ha JIOCTHXKUMBIE COCTOSHHS
OpOoTpaMMBl), a TakXke [UIA 3aJaHus  JOMOJHHUTEIBHBIX  CIEHU(pUKAIHIA,
HEOOXOIMMBIX HMHCTPYMEHTY BepHU(UKAIMK Uil  TNPOBEPKHM  KOHTPAKTHBIX
cnerdukanyuii u cBoicTB OezomacHoctH. ACSL Bkirouaer cpencrBa BBIpaKEHHS
crepUIHBIX 11 s13b1ka CH acleKTOB YIPaBIICHUS NaMsAThbIO, TAKUX KakK ajpeca U
JUIMHBl  BBIJIECISIEMBIX OJIOKOB IaMATH, NpeoOpa3oBaHMs THIOB YKasaTeleH,
JOCTYIIHOCTh oOyacTell mamsTH Uil 4YTeHWs/3amucu u  jAp. MHorue ke
BBICOKOYPOBHEBEIE JIOTHYECKHE CPEICTBA CHEUU(UKAIMH COCTOSHUS TaMATH U
MOBEJICHUS TPOrpaMM, TaKWe KaK CelapalloOHHAs JIOTHKA, pa3pelieHHs
(permissions) WiHM TOAJEpKKa HACICIOBAHWS MOBEACHHS (HAIpUMeEp, YTOUHEHHS
KOHTPAKTOB (yHKIHI), HemocpeacTBeHHO B 361Kk ACSL He BrimtoueHsl. HekoTopsie
W3 HUX HHOTJAa MOTYT OBITH BBIPAXKEHBI C MCIOIH30BAHNEM BO3MOKHOCTEH CamMoro
ACSL. Tlpu 3TOoM ypoBeHb momnepKku sisbika ACSL co CTOpOHBI HHCTPYMEHTOB
BEepU(UKAIIUM, pEalM30BaHHBIX Ha ocHoBe IutaThopMel FRAMA-C  Moxer
pasIyarhCsl.

PaccMmoTpuM npuMep KOHTpakTHOH crienuukanun Ha si3bike ACSL. B muctuare 1
npuBeAéH kon ¢yakmuu strnchr w3 sagpa Linux. ®ywkous strnchr
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OCYIIECTBIISIET TIOMCK CUMBOJIA C B CTPOKE S, KOTOpasi orpaHu4eHa jiauHoi cnt. B
cnenupukauy GyHKIMUA TpeOyeTcs, YTOOBI yKa3aTelb Ha CTPOKY S aJpecoBall
BAIMIHBIA y4acTOK mamsaTH, pasmepoMm min(strlen(s), cnt) + 1. Dro
yCIIOBUE SIBISIETCSl TpenycioBrHeM (GYHKIMM W yKa3aHO B TIEPBOH CTPOKe
cnenupukanun. OyHKIusg strnchr SBIseTcs YUCTOM, TO eCTh HE UMEET OOOTHBIX
3((eKTOB, UTO OMKUCHIBACTCS BTOPOI CTPOKOW crieA()UKAIIUH.

1 /*@ requires valid_strn(s, count);

2 assigns \nothing;

3 behavior exists:

4 assumes T char *p;

5 s < p < s + strnlen(s, count) A *p = (char %) c;

6 ensures s < \result < s + strnlen(s, count);

7 ensures *\result = (char %) c;

8 ensures V char *p; s < p < \result = *p # (char %) c;
9 behavior not_exists:

10 assumes V char *p;

11 s < p < s + strnlen(s, count) = *p # (char %) c;
12 ensures \result = \null;

13 complete behaviors;

14 disjoint behaviors;*/

15 char *strnchr(const char *s, size_t count, int c) {
16 //@ ghost char *os = s;

17 //@ ghost size_t ocount = count;

18 /*@ loop invariant © < count < ocount;

19 loop invariant os < s < os + strnlen(os, ocount);

20 loop invariant s - os = ocount - count;

21 loop invariant valid_strn(s, count);

22 loop invariant strnlen(os, ocount) = s - os + strnlen(s, count);
23 loop invariant V char *p; os < p < s = *p # (char %) c;
24 loop variant count;

25 */

26 for (; count-- /*@%*/ && *s != '"\0'; ++s)

27  if (*s == (char)/*@%*/c)

28 return (char *)s;

29 return NULL;

30 }

Jlucmune 1. @ynuxyus strnchr. Aopo Linux 4.12, ¢aiin lib/string.c
Listing 1. Linux kernel 4.12, file ¢aiin lib/string.c

Hanee cierudukanys moapa3ouBaeTcs Ha qBa cirydasi. [IepBblif — Korja B CTpOKe
CYIIIECTBYET UCKOMBIN CHMBOJI, BTOPOM — KOTJa OH OTCYTCTBYyeT. i pa3OueHwst
cnerduKaui moBeaeHUs GYHKIMH HA HECKOJIBKO PA3IMYHBIX CIydaeB B SI3bIKE
ACSL ecth cooTBeTCTBYIOIIEE CpeacTBO — moBeaeHus (behaviors). B oTmuuune ot
HEKOTOPBIX S3BIKOB CICIM(UKAINH, TJ€ TOBEICHNUS BBOASATCS MOBEPX OCHOBHOTO
A3bIKa crenn@UKannil Kak CHHTaKCHYecKoe pacimmpenue (Hampumep, B JML), B
ACSL mnoBeneHust SBISIOTCS 0a30BOH CYIIHOCTBIO S3bIKa CHELU(UKALUA |
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MPaKTUIECKU BCe crielU(UKaINU, KaK B KOHTPAKTE, TaK U B Tele (QYHKIUH MOTYT
OBITH OTHECEHBI K OJIHOMY WJIM HECKOJBKHM €€ MOBeACHHWAM. [l JoKa3aTenbeTBa
IOCTYCIIOBUM € TNOMONIBIO  HMHCTPYMEHTa  JEIyKTUBHOM  BepHU(HUKALUH
chopmynupoBaHbl HHBapHAHTHI (loop invariants) Ha BHYTpEHHHH UK QYHKINH U
ouenouHas ¢pynkuus (loop variant) st Hero.

Peammsanus pynxmim strnchr comepxur B cebe B IBHOM BHIE MPUBEIACHNAE THUIIA
C TmoTeped cTapmied YacTH 3HAYCHHS B CTpPOKe 27, a Takke ciaydad ¢
[ETIOYMCIICHHBIM IIEPETIOIHEHHEM B HTEpaTope MHKJIAa U3-3a MOCT(HUKCHOTO
JIeKpeMeHTa (cTpoka 26).

Tabn. 1. Hcnonv3osanue cneyuukayuoHHbIX KOHCMPYKYULL
Table 1. Use of specification structures

_parse_integer.
check_bytes8
kstrtobool
memchr N v
memcmp

memcpy v
memmove v
memscan
memset v v
skip_spaces
strcasecmp
strcat
strchr v
strchrnul v
strcmp
strncmp N
strcpy
strcspn
stricpy
strlen
strnchr N4 v
strnlen v
strpbrk
strrchr v
strsep
strspn

ANANAY

YroOb! yKa3aTh HHCTPYMEHTaM BepU(HKALIUK, YTO TIPUBEJICHUE IEPEMEHHOM ¢ THIa
int k Tumy char c norepei yacTn 3HaueHMs SABISIETCSI HAMEPEHHBIM MTOBEACHHUEM,
UCTIONIb3YETCs ClIelMaIbHask KOHCTpYKuMs / *@%*/. PoBHO Takas e crnenugukaus
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WCTIONB3YeTCs U1 0003HaUCHHS ITePeoTHeHUS TepeMeHHoi cnt. CeMaHTHKa 3THX
crenuuKanuil 00CyKmaaeTcs B CICAYIOMIEM pa3Jieie.

B Tabmuie 1 oTMeueHO, B KakuX (YHKIMSIX W3 YHCIAa BEPUPHUIMPOBAHHBIX B
paMKax JaHHO#M pPabOThI, BCTPEYATUCH MOJOOHBIC CUTYAIlMH C MEPEHOTHEHUEM
0e33HakoBOrO MTeparopa mukia (Wrap-around +) ¥ SBHBIM NPHUBEICHHEM THIIA C
notepeit uactu 3Hauenus (Wrap-around Cast).

PaccmoTpuM Temepb HEKOTOPBIE MPOOJIEMBI, CBSI3aHHBIC C MOICPIKKON CEMaHTHUKU
HCKOTOPBIX KOHCTpyKimi s3pika ACSL B HMHCTpyMEHTax JEAyKTHBHOU
Bepu(UKaIIUK HA IPUMEPE MOJXOJ0B K MOJICIIMPOBAHHUIO YKA3aTeIeH U MallHHHBIX
HEeNBIX B HWHCTpYMeHTe Bepudukamun JESSIE, KOTOpble OBUIM yHACIICIOBaHBI
UHCTpYMEHTOM ASTRAVER.

5.MMpo6nembl uHCMpymMeHmMoe eepugpukayuu

5.1 bno4yHo-6anToBass Mmogenb namaTn JESSIE

CymmecTByeT 1Mo KpaifHe Mepe HECKOJBKO CITOCOOOB JIOTHIECKOTO TPEICTABICHHS
yKa3aTelnell W BBINCIICHHBIX OJIOKOB TAMSITH B TEHEPHPYEMBIX YCIOBHAX
Bepudukanun. B JESSIE peann3oBaHa Tak Ha3bIBaeMasi 0104HO-0AUMO8dAss MOOeb
navsamu (byte-level block memory model), B KOTOpO#l yKazaTenu MpPEICTaBICHBI
Jorudecku kak mapel Buna (I,0), a 6noku nmamatd — kak Tpoiiku Buna (I, a,s).
3nech MeTKa | yHUKAIbHO HACHTHPHUIUPYET OJIOK MaMSITH, 0 0003HAYACT CMEIICHHE
yKa3arelsisi OTHOCHTENIbHO Ha4ajbHOIO ajgpeca a Onoka [, a S COOTBETCTBYeT
pa3mepy Osioka. Mcmonp30BaHe YHUKATBHBIX METOK OJIOKOB MTO3BOJISCT MIPOBEPSATH,
YTO AOCTYH K MaMSTH 3a MpelesiaMi BBIICICHHOTO OJIOKa HE MPOWCXOINT JaXKe B
TOM CIIydae, eCld aJpecyeMas COOTBETCTBYIOIIMM YKa3aTeleM O0JIaCTh MaMsITH
TaKXkKe SBJSICTCS BBIACICHHOW. HecMOTps Ha TO, YTO TaKOW JOCTYH HE HapyllaeT
CEeTMEHTHPOBaHNE MaMsTH (M, COOTBETCTBEHHO, HE TIPUBOIUT K ONIMOKaM BpEMEHH
BI)IHOIIH@HI/ISI), COOTBETCTBYIOIIIEC MOBCJACHNUEC HE JONYCKACTCA CTAHAAPTOM sA3bIKa
Cu [15]. (cexmms 6.5.6, ab63a1 8 kraccuuIupyeT Co3AaHNEe yKazaTeaen 3a mpeielibl
BBIJIETICHHBIX OJIOKOB KaK HEOMpeelieHHOe TOBEJACHHE, KpOMe yKa3zaTeled Ha
o0JlacTh TaMsITH, HEMOCPEJICTBEHHO CIIEAYIOUIYI0 3a [MOCIEJAHUM DIIEMEHTOM
MaccuBa). Kak oObsicHeHO B KaHaumaTckoil pabore [10], omwmceBaromeit
TEOPETHYCCKYI0 OCHOBY W apXHUTEKTypy HHCTpyMeHTa JESSIE, Ojo4HO-OaifToBas
MOJIENIb MaMATH B NPUHIOUIC [O3BOJSET BBIPAXKATH CEMAHTHKY 4acTo
UCIIONB3YEMBIX HA TPAKTHKE IPHEMOB MPOTpaMMHPOBaHUs Ha s3bike Cu,
BBIXOJIIIMX 32 PAMKH CTaHAapTa, TAaKUX KakK peann3anus (yHKIHA memmove,
COXpaHss IPU 3TOM BO3MOXXHOCTH OOHAapY)KMBAaTh OIIUOKH YIPABICHUS MaMSTHIO,
Takhe Kak JIOCTYIl Tocie ocBoOoxaeHms (use-after-free), a Takxke BO3MOYKHBIE
MICPENIOTHEHUS YKa3aTeleH.

Peanuzanusa Mmoaenu namsiti B UHCTpyMeHTe JESSIE, 0JJTHAKO, UMEET P OTIUYUI OT
COOTBETCTBYIOIIETO OTHOCHTEJIEHO MPOCTOT0 TEOPETHYCCKOTO ONMMCAHMS U HaJlaracT
JIOTIOJTHUTEIBHBIC OTPAHUYCHHUS Ha MOJICPKUBACMOE TTOJIMHOKECTBO s13b1Ka CH.
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Bo-nepBbix, ykazatenu peaqn3oBaHbl B COOTBETCTBYIOIIEH Teopuu JESSIE (Ha sI3bIKe
WhyML) xak 3HaueHHs aOCTPaKTHOTO THIIAa pointer ¢  YeTBIPbMS
COOTBETCTBYIOIIMMH aOCTPaKTHBIMH ONEPALHMH:
sub_pointer : pointer X pointer — int,
shift : pointer X int — pointer,
same_block : pointer X pointer = bool u
address : pointer — int.

Pa3mepb! BbIIENCHHBIX OJOKOB MaMATH HpeACTaBIeHB! B TeopuH JESSIE HESBHO C
MOMOIBI0  TaK  Ha3blBaeMbIX  mabauy  awioxayuu  (allocation  tables),
MHAEKCUPOBAHHBIX COCTOSHUEM MpOrpamMmbl (TO €CTb HM3MEHSEMBIX) 3HAYEHUI
abctpaktHoro THumna alloc_table ¢ paByMs aKCHOMAaTHYECKH 3aJaHHBIMH
GbyHKIMAMU:

of fset_min :alloc_table X pointer — int u

of fset_max : alloc _table X pointer — int.
OTH (GYHKIUHM BBIPQXAIOT MHHHMAJbHO M MaKCHMAaJbHO JOMYCTUMOE CMEIICHHUE
yKazaTelsl, He BBIBOJISIIEE €ro 3a IPEAeNbl COOTBETCTBYIOLIECTO BBIICICHHOTO OI0Ka
namsTd. s YHHKAJIBHBIX METOK BBLICJICHHBIX OJOKOB M MX HAYaJbHBIX aapecoB
SBHOE TIpeJCTaBieHHe B Teopud JESSIE Takke OTCYTCTBYET. Y CIIOBUS
BepU(HKAIUH, TEHEpUpPyEeMble HHCTPYMEHTOM sl OIEpauluii ITUHAMHYECKOTO
BBIJICTICHUS] M OCcBOOOXIeHHMs mnamMsTH (BbI3oBbl (QyHkumid kmalloc u kfree
oOpabatbiBaroTcs B JESSIE CITEIMaIbHBIM 00pa3oM), YIIOMHHAIOT TOJBKO TaOJHIIBI
amokanun  u  GyHKIEH  sub_pointer, shift u same_block. Jrto nemaer
COOTBETCTBYIOIIYIO aKCHOMATH3aIHIO 3aBEJIOMO HenoJHOM. B yacTHOCTH, QyHKIMS
address He TOJIBKO HHKAaK HE YIIOMHUHAETCS B TEKYIIEH aKCHOMATH3alUH TEOPHU
JESSIE, HO U B NPUHLMIIE HE MOXKET UMEThb B TEKYyIlEW peanu3aluyd UHCTPYMEHTA
JIOCTaTOYHO MOJHYI0 aKCHOMAaTu3allyio. B 4YacTHOCTH, paccMOTpUM Clenyroliee
CBOMCTBO 3TOU (YHKIMHU: “08a 8aIUOHbIX yKazamels, aopecyrouue 00beKmol u3
PDA3IUYHBIX BbLOCNEHHBIX OJI0KO8 NAMAMU He MO2Ym UMemb OOUHAKO8bl adpec”.
DTO CBOWCTBO HE MOXET OBITH BBIP)KECHO B BHJAE JIOTHYECKOTO YTBEPXKICHHS B
Tekyueld Teopud JESSIE, HOTOMY 4TO ero (popMmanu3aius TpeOyeT HCIOJIb30BaHUs
YCJIOBHS CYIICCTBOBAHHUS AJIEMEHTa BO MHOMXKECTBE BCEX OOCHMUIICUMBIX COCTOSHUI
COOTBETCTBYIOLIECH TAOIUIIBI AJTOKALIMH:
Vp1, p2- (35, € Reachable(s,). of fset_min(s,, py) < 0 A of fset_max(sq, p1)

> 0 Aoffset_min(s,, p;) < 0Aoffset_max(s,, p,)

=>0A ﬂsame_block(pl,pz)) = address(p,) # address(p,).
Tak kak 3ajgaya HOJNydYeHHs SIBHOTO IpeicTaBiieHHst mnpenukata Reachable(s,) B
o0lLIeM ciydae SIBISETCS ANTOPUTMHYECKH HEpa3pelInMOi, MHCTPYMEHT MOXKET
UCIIOJIB30BaTh HESBHOE IIPEJACTABICHUE, HAPUMEP C IOMOLIBIO BBIPAXKECHHS
COOTBETCTBYIOIIMX CBOIMCTB aapeca B KaXKJOH TOUKe BBIIEICHUS MaMsATH:

Vp.of fset_min(s;,p) < 0 Aof fset_max(s;,p) = 0 = address(p)
# address(p*).
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3mech p* — azmpec Havajga BRIACISICMOro OJIOKA IaMSTH, S, — COCTOSIHHUC TaOJIHIIBI
AJUTOKAIMU B TOYKE BbIIENCHHs MaMaTH. HeBO3MOXKHOCTh TOYHOW (hopmanu3aiuu
¢yakunn  address He TO3BOJSIET TEHEPHUPOBATH COOTBETCTBYIOIIHWE YCIIOBHS
BepudUKauu s OOHAPYKCHUS BO3MOXHBIX ICPETONHCHUN yKa3aTelned u
UCIIOJIb30BaTh OoJice THOKYO (hOpMANTU3AIMIO ONEPaIliii CPAaBHCHUS U BBHIYUTAHUS
ykaszaTeneit (s BepupuKaIuy Takux QyHKIUH, Kak memmove).

Kpome storo, B Teopun JESSIE cMElLIEHHE U Pa3HOCTb yKa3aTeleH, UCIOIb3yeMbIe
¢byukuusmu shift u sub_pointer, uaMepsroTCsi B €IMHHIAX, PABHBIX pa3Mepy
TUIIOB AJpPECYEMbIX YKa3aTeIsIMM 3HAYEHMH (B COOTBETCTBUM C CEMAHTHUKOI
anpecHoil apudmeruku B sa3pike Cu), a He B OaifTax WM MAalIMHHBIX ClIOBaxX. B
YaCTHOCTH, BBIpAXEHHE P + 1, Iie p MMEeT THI int *, TpaHCIMpYeTcsl Kak
shift(p,1), a ve xak shift(p, Sint), TO€ Sin; — KOHCTaHTa, paBHA pa3Mepy THIIA
int (oObr4HO, 4 Oaiita). Takas TpaHCHAIMS W3HAYAIBFHO HE MO3BOJIIET BHIPAKaTh
MHOT'HE LIMPOKO PAacIpOCTPaHEHHBIE COYETAHUS NEPETUIHPOBAHMS yKazaTesled C
azipecHoll apu(MeTHKOH, BKJIIOYAs HCIIOIB30BaHMSA Makpoca container_of (w3
sapa OC Linux). 3To HeTpyIHO YBUAETh, paCCMOTpEB JBa ykazatens: p + 1 u
((char *) p) + 1, rme p umeer T int * u yka3plBaeT HA HAYAI0 HEKOTOPOTO
BBIJICJICHHOTO OJloka mamstd. B 0OiodHo-OaiiToBOoil Mojenu mamsaTH co
CMCUICHMSAMH, U3MEpsEMBIMH B pa3Mepax THIIOB, OSTH YKa3aTeId HMEIOT
onuHakoBoe mpencraBieHne (I, 1), XoTa MX peanbHbIE agpeca HE MOTYT OBITH
paBHBI (OHH JIOJDKHBI Pa3IMYaThCs XOTs OBl Ha 1, 00BIYHO HA 3). DTO MPOTUBOPEUHT
(hyHKIMOHATBHON KOHCHUCTEHTHOCTH (yHKIMH address. B Tom ducie mns toro,
4YTOOBI HE JOIMYCTHTh BO3HHUKHOBEHHE MOJOOHOTO MPOTHBOpPEYNs (HO B OCHOBHOM,
Mo JAPYruM mpuuuHam, cMm. [15, 16]) B Tekymiei peamusaruu JESSIE UCTIOIB3YETCS
JIBa OTAETBHBIX IpHeMa. Bo-TepBBIX, BBOISATCA CIHEIMAIbHBIC ONOJHUTEIbHbIC
(oruveckue) mabauyvl me206, COJCPKAIIUE TOYHBIE JUHAMUYECKHE THIIBI
O0OBEKTOB B BBIJICJICHHON MaMsATH. DT TaOJMIbI O3BOJISIIOT BKIIOYATh B YCIOBUS
Bepu(UKAIIMK HEOOXOJUMBIE MPOBEPKH, OTPAHWYMBAIONINE HCIIOJIH30BAHUE
anpecHoil apudmeruku (Oomee moapo6HO 00 3ToM B [17, 3]). Bo-BTOpHIX,
NPUMEHSIOTCS HECKOJIBKO HOPpMAAU3yIowux Tpeodpa3oBaHWN KoJa, KOTOpBIE
TpaHC(OPMHUPYIOT BIIOKECHHBIE CTPYKTYPHI M aJpecyeMble IOJIsl IPOCTHIX THIIOB B
yKa3aTelid Ha OT/IeJIbHO BBIAEICHHBIE CTPYKTYPBI WM 3HAUEHHST COOTBETCTBYIOLINX
TUIOB (3TH TpaHcopmanuu onucanbl B [16]). DTo mo3Bosser aapecoBaTh
BJIOJKCHHBIE OOBEKTHI B Mozenu mamstu JESSIE. OJHako coyeTaHHe IBYX ATHX
MPUEMOB TPUBOAUT K BOZHUKHOBEHHUIO Psijia APYTUX CYIECTBEHHBIX OTPAaHUYCHHIA.
B wgactHOCTH, OOBENWHEHUS, COAEpIKAIINE BIOKEHHBIE CTPYKTYPHl B KadecTBE
CBOMX IIOJIEH, HE MOTYT OBITH NPEICTABICHB B MOJIENH ITaMATH WHCTPYMEHTa. DTO
CBSI3aHO C HEBO3MOXKHOCTBIO TOYHOTO CTaTHYECKOTO BBIJCICHHS CPEeIn yKa3aTeme,
MOTyYaeMBIX, HallpUMep, Kak napaMeTpbl (YHKIHUH, yKa3aTeledl Ha CTPYKTYpBI,
BIIOJKCHHBIE B OOBEAMHEHUs. 3aluCh B IOJSI TAKUX CTPYKTYpP B COOTBETCTBHU C
MoJeNibl0  JESSIE JODKHA TPAHCIHPOBATBCS B CuibHble O0OHOGNeHusi (strong
coercions) [17] cOOTBETCTBYIOIMX OOBEMIIONUX OOBEIUHEHUH C BO3MOXKHBIM
OOHOBIICHHEM  TaOJMII TEroB W  JIOTMYECKOTO  MPEACTAaBICHUS  APYTUX
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WHTEpIpeTanui (mepeTUnUpoOBaHMIT) COOTBETCTBYIOIIEH TaMsITH
(cooTBeTCTBYIOMIEH APYTHM HOJSIM OOBEIMHECHNS).

st mpeonoaeHus 3TUX U APYTHX OIpaHUYEHUH TeKyled Moaenu naMsatu JESSIE B
[4] Oputa mpemokeHa HOBask MOJETb NaMATH. DTa MOJEIb, OJHAKO, TPEAIIONIaracT
WCIIONIB30BaHNE IIPOCTON OaifToBOoW Momenn ykasateneil (0e3 NpHBSI3KH HX K
COOTBETCTBYIOIINM BEIICTICHHEIM Oyiokam). Ho B cmiry mpenmomaraeMoil oOBI9HO
NPOM3BOJIBHOCTH CTPAaTETMU BBIIEJICHHUA MAaMITH TaKOoe€ MOJCIMPOBAHUE Ha
NpPaKTHKE HE JTOJDKHO NMPUBOJMTH K MPOIYCKY CIy4aeB HAapYIUCHHs OTpaHUYCHUH,
HajlaraeéMbIX CTaHgapToM s3blka CH, B cilydasX [MOIBITOK pa3bIMEHOBAHHS
BAIMHONW NAaMSTH M3 JAPYTUX BBIICICHHBIX OJIOKOB HMaMATH. B Takux ciydasx
OOBIYHO IO KpaiiHe#d Mepe OJMH W3 BO3MOXKHBIX BapHAaHTOB BBIJCICHUS MaMITH
NPUBOAMT K Pa3bIMEHOBAHHMIO HEBAIMIHOIO YKazaTeis M, TakuM o0Opa3om, He
ocTaeTcss  BO3MOXKHOCTHM  JOKa3aTb  KOPPEKTHOCTb COOTBETCTBYIOIIETO
pa3bIMEHOBaHMS B 00mmeM ciaydae. Mozens mamsTa, npeanoxeHHas B [4], oxHaxo,
eme He ObUTa peann3oBaHa B MHCTPYMEHTE Bepudukanuu. IlosToMy B naHHOU
paboTe OblIa NCTIOJIB30BaHA CYNIECTBYIOIIAS peaTH3alis MO aMaTH JESSIE.
EnnHCTBEeHHOE CyIIECTBEHHOE H3MEHEHHE, CAENaHHOe B Xoxe palboTel B
MHCTpyMEHTE BepH(UKalWu, OBUIO CBSI3aHO C TPaHCHSANHWEHl HEpaBEHCTB
ykazareneil. Tak kak cylmecTByomas peanu3anus MOJCNM IaMATH HE
obecrieynBaeT OCTATOYHYIO BBIPA3UTENBHOCTh ISl IIPEACTABICHUS CEMaHTHKH
NPOU3BOJILHBIX OIEpalMii CpPaBHEHMS yKa3aTeled, Mbl OTPAaHHYMIM ITOJAEPKKY
CpaBHEHUs yKasaTeliel, pa3pelllB CpaBHEHHE JIMIIb MEXIY yKa3aTelsiMH Ha
00BEKTHl  OJHOTO  BBLIEIEHHOTO Omoka mamsATH, [00aBUB TEHEPAIHIO
COOTBETCTBYIOIIMX  YCJIOBMHM  BepuHMKaMM ¥  WU3MEHHUB  TPAHCISIHIO
COOTBETCTBYIOIIMX TPEIUKATOB BHIA P *pP, Ha sub_pointer(p,,py) o0 A
same_block(p;, p;). OTO MO3BOIMIO COKPATUTh MHOTHE CIEIM(HUKAINN, TAK KaK
4acToO BCTpeyaromieecss JOMONHUTeNbHOe ycnoBue same_block(p,,p,) cramo
3aJjaBaThCsl HESBHO JJIS BCEX OIEpanil CpaBHEHUs yKa3aTelei.

5.2 Mogenu uenbix 4Yucen, KOMOMHUpPOBaHHasi Modenb LenbiX
yucen v aHHOTaUuM Ans MoAyNbHOW apudMeTUKU

M3HauanbHO B JESSIE OBIIM peanu30BaHbl TPU JIOTHUECKHE MOJETH MAITUHHBIX
[ENBIX pa3IMYHOTO pa3Mepa H 3HAKOBOCTH. Hambonee mpocras MOJENb,
HaspBaromiasics math (wm Monmenblo HeoepanuuerHvix TEINBIX), TPEINOIAracT
MIPE/ICTaBJICHUE BCEX MAITWHHBIX IEJBIX KaK MaTeMaTHUYECKHUX IeNbIX. JTa MOJEh
HE TOAJIEPKUBAET TMPOBEPKY BO3MOXKHBIX apU(METHUYECKUX TEPETIOJIHEHUH U He
MOJIETTUPYET MOJIYJIbHYIO apu(METUKY HU JUTsI KAKMX THIIOB MAITUHHBIX HENBIX (TI0
cTaHmapTy s3bika CH MOIynmbHas apuU(MeTHKa OINpelneNieHa TONBKO Ui
0C33HAKOBEIX IICNBIX). B 3TOW MOIeNu B NPHHIUIEC BO3MOXKHO MOJCITUPOBAHHC
HCKOTOPBIX MOOUTOBBIX OINEpalNUil HAJ HEOTPAHWICHHBIMU LENBIMH C TTOMOIIHIO
COOTBETCTBYIOIIEH aKCMOMAaTH3allud, HO Ha TNPaKTHKE Takoe MOJEIUPOBAHUE
00bryHO He 3(dekTuBHO. [pyras, Haubollee YacTO UCHONB3yeMas MOJENb IIEIBIX
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HasbiBaeTcsl defensive (WM MOAENBIO OcpanuyeHHbIX TEIBIX) W UMEET JBa
oTIMYus OT Mojenu math:

® IS LENOYHUCICHHBIX OIEPaLHii B KOJE B 3TONH MOJIENIN T€HEPUPYIOTCS
COOTBETCTBYIOIINE YCIOBHUS BEpH(UKAINH, TPEIOTBPALIAIOIINE
BO3MOJXKHBIE apH(METHICCKHE TIEPETOTHEHNS;
® OrpaHHWYEHHbIC EJble B CIEHU(UKALMIX MOJETUPYIOTCS a0CTPaKTHBIMU
TUIIaMH CO CIIEIHaJIbHBIMU (QYHKIUSAMU OTOOpaXKeHUs (TAKMMH Kak
int32_of _integer u integer_of _int32), akcuoMaTH3a1us KOTOPHIX
oIpeJessieT pe3yibTaT NpeoOpa3oBaHus B OTPaHMYEHHOE 1IEJI0€ TOIBKO
3Ha4YeHUH, MONAAONUX B COOTBETCTBYIOIIMN AUATa30H.
Mogens defensive mpocra u 3pQeKTHBHA W TOAXOMUT i OOJIBIIMHCTBA
Clly4aeB, 3a HCKJIIOYEHHEM TeX, Korzma TpeOyeTcss TOYHOE MOAEINPOBAHHUE
MAaIIMHHON apu(pMETUKH WM MOOUTOBBIX omepanuid. s oTux wneneil B JESSIE
peanm3oBaHa Mojenb Lenbix modulo, koTopas mpenmojaraeT  TOYHOE
MOJICTIMPOBaHNE 3HAYEHUH MAIIMHHBIX [EJIBIX KaK OMTOBBIX BEKTOPOB.
K coxanennto, B JESSIE MOJENb HENBIX YHCEN MOXET OBITH BHIOpaHa JIHIIb OAWH
pa3 ams Beeil BepudUIpyeMoil MporpaMMBl ¢ UCTIONB30BAaHUEM COOTBETCTBYIOIIEH
nparmbel. Ha mpakTHke, OIHAKO, JKENATeIbHO HMETh BO3MOXKHOCTH BBIOMpAThH
MNOAXOASIINK BapHaHT MOJEIHPOBAHMS CEMaHTHKH ONEpalid Haj LEeNbIMU JUI
Ka)XJJOTO OTJENbHOTO y4yacTKa KOAd, BIIOTH IO OTIENIBHO B3STHIX OIEpalui.
Paccmotpum cnenyroutuii nmpumep (cM. JIuctusr 2):

1 int strncasecmp(const char *s1,
2 const char *s2, size_t len) {
3 unsigned char c1, c2;
4 if (!len) return 0;
5 do {
6 cl = *sl++;
7 C2 = *S2++4;
8 if ('c1 || !'c2) break;
9 if (c1 == c2) continue;
10 cl = tolower(cl);
11 c2 = tolower(c2);
12 if (c1 != c2) break;
13 } while (--1len);
14 return (int)cl - (int)c2;
15 }

Jlucmune 2. @ynxyus strncasecmp. Aopo Linux 4.12, gaiin lib/string.c
Listing 2. Function strncasecmp. Linux kernel 4.12, file lib/string.c

3n1ech B CTpoKax 6 U 7 yMECTHO MPUMEHEHUE MOJENM MallMHHBIX 1enbix modulo,
TaK Kak npuBepeHue tuna char x tumy unsigned char moxer npuBecTH K
TIEPETIONTHEHUIO, ¥ B JAHHOM CITydae TaKoe TOBEIEHHUE COOTBETCTBYET HAMEPEHHIM
nporpaMmucta. OIHAKO JKEJaTelIhbHO Takke, Y4TOOBI BO3MOXHOE IEepPENOTHEHHE
OBUTO OOHAPYKEHO B CIIydac 3aMCHBI THIA BO3BPAIacMOTO 3HAYCHHS ()YHKIIMU Ha
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char. IlodToMy JuIi MOIENMPOBAaHHSA BBIYMTAHUS B CTpoke 13  ymecTHO
npumeHenue moaenu defensive.

Juis mommepKKH TaKkOW TOYHOM CHenu(UKAIl MOJETH IEeNbIX Ha YpOBHE
OTACTBHBIX ApU()METHYECKUX ONEpaluidi Mbl PEANN30BaIM B HMHCTPYMEHTE
nojiepkky pacmmpenus sa3eika  ACSL awnomayusmu  0ns  MoOyIbHOU
apughmemuxuy. BeIy BBEICHBI CIIEAYIOIUE HOBbIC BU/Ibl aHHOTALIMI:

e I apuMETHIECKIX OTleparuit: +/*@%*/, - /*@%*/, */*@%*/, ...

e I COCTaBHBIX pHCBaMBaHUU (compound assignments):

+=/*@%*/, -=/*@%*/, [=/*@%*/ ...

e s IPe(UKCHBIX U IIOCT(UKCHBIX ONEPaToOpoB: ++/*@%*/, - - /*@%*/;

e st IBHBIX npuBenenuii Tuna: (unsigned char)/*@%*/, ...

e I MOIYJIbHOM apuMeTHKH B crieruuranusix: +%, -%, *%, ...
Mozenp MaIIMHHBIX LENBIX, UCIONIb3yeMas Ui MOJACIMPOBAHUS KaK OOBIYHBIX
apuMeTHYSCKUX omeparuii (0e3 aHHOTaluil), TaAK U aHHOTUPOBAHHBIX OTICpAIHi
MOIYJIbHON apU(PMETHKU SBJISICTCS KOMOWHHMPOBAHHOW, B KOTOPOW MAIIUHHBIC
LeJble MOJENIUPYIOTCSl Kak OHTOBBIE BEKTOPHI C AKCHOMAaTHUYECKH 3aJaHHBIMH
(GyHKIMAMU OTOOpa)KeHUsI B/U3 MaTeMaTHYECKHUX LebIX. Vcrmonb3oBaHHE TaKoOTo
KOMOMHUPOBaHHOTO MOJEJIMPOBAHUS LEJNBIX W aHHOTAUMH JUIS MOJAYJbHOM
apu(METHKH MO3BOJIMIO 3HAYUTENIBHO YIIPOCTUTH CIIEIM(UKAIMIO U BEPUPHUKALIUIO
MHOTHX (YHKIMH B paMKaXx JAaHHOW pabOTEHI.

6. dopmanbHbie cneyugukayuu

[pu pazpaboTke cneunpuKanuii Mbl pyKOBOACTBOBAINCH HECKOIBKUMH MTPUEMAMHU:
UCIIONIb30BaHMEM  M30BITOYHBIX CHENU(UKANUKA  (SIBHBIE CHEOU(QHUKANNH H
crnenuduKayy, YCTaHABIUBAIOUINE COOTBETCTBHE JIOTHYECKOW  (YHKIHUH),
pa3paboTkoi crenmpuKandii Ha OCHOBE KOJa pealM3alud W KOHTEKCTa

/*@ requires cnt 2> 0;

requires \valid(s+(0..cnt-1));

assigns \nothing;

behavior bigger:
assumes V Z i; @ < i < cnt = s[i] # 0;
ensures \result = cnt;

behavior smaller:

assumes 3 Z i; @ < i < cnt A s[i] = @;
ensures \result < cnt;

complete behaviors;

disjoint behaviors;*/

size_t strnlen(const char *s, size_t cnt);

UCTIOJIE30BaHUS () YHKITHY.
Jlucmune 3. Konmpaxm onsa ¢pyuxkyuu strnlen. Ilpoexm no eepugpuxayuu klibc
Listing 3. Contract for function strnlen. Verification project klibc
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PesynbTaThl, onvcaHHble B paboTe [6], MOKa3bIBalOT, YTO pa3paboTaTh IMOJHBIN
KOHTPAaKT (YHKIWH, OTTAIKHABASCh OT NOKYMEHTAIlMM KpaWHEe 3aTpPYIHHUTEIBHO:
MOYTH BCETAa, IPU [I0KA3aTEeIBCTBE MPUXOAUTCS IEPETHCHIBATH CIICIH(PHUKALINIO
«oT peamu3anum». [1omoOHBIH TOAXON TaKkKe OOBSICHAETCS TEM, YTO B IaHHOU
pabote crerudUKanuu pa3pabaTHIBAIOTCS K TOTOBOMY KOJY, a HE KOJ MHIICTCS B
COOTBETCTBUM C HEKOTOPHIM HAOOpOM JMaHHbBIX cnermdukanuii. Takxke B sape s
MHOTMX (YHKIUH OTCYTCTBYEeT CHCIHMajbHas JIOKYMCHTAallMs B Kojae. MBI
HAMEPCHHO HE CTald PYKOBOJCTBOBAaThCS CTAHIAPTHON JOKyMEHTAIMeH K
MOJOOHBIM (PYHKIUAM, TaK KaK pealn3ands UX B SIPE MOXKET OTJIUYATHCS OT
Ipyrux (HampuMep, OT peann3aliil B CTAaHAAPTHOH OMOIMOTEKe), a JOKYMEHTAIIHS
OBITH HE TIOJTHOW U coiep’KaTh HETOYHOCTH [6].

/*@ predicate valid_strn(char *s, size_t cnt) =
(3 size_t n;

(n < cnt) A s[n] = '"\@"'" A \valid(s+(0..n))) v
\valid(s+(@..cnt));

requires valid_strn(s, cnt);
assigns \nothing;
ensures \result = strnlen(s, cnt);
behavior null_byte:
assumes 3 Z i; @ £ i £ cnt A s[i] = '\@';
ensures s[\result] = '\0"';
ensures V Z i; @ < i < \result = s[i] £ '\@';
behavior cnt_len:
assumes V Z i; @ < i < cnt = s[i] # '\@’';
ensures \result = cnt;
complete behaviors;
disjoint behaviors;*/
size_t strnlen(const char *s, size_t cnt);

Jlucmune 4. Konmpaxm ons ¢pynxyuu strnlen. Ilpoexm no sepugpuxayuu 6GubauomeyHvix
¢yuryuii s0pa Linux
Listing 4. Conntract for function strnlen. The Linux library functions verification project

Kax cneactBue momoOHOTO MOIX0Aa, CHEHUPUKAIUN K PAAY QYHKIMH 00JamaroT
HECKOJIbKO OoJiee JeTaIM3UPOBAaHHBIM BUJIOM: TaK Ui GpyHKumU Buaa strn* (cm.
Jlucturru 4, 6) Ha ypoBHE crielupuKanuid Mbl He TpebyeM 0053aTeTbHOTO HATUIHS
Mapkepa KoHIa cTpoku. B cmywsae strnlen (cm. Jluctunr 4) B mpemycrioBuH
HpearoaraeTcs YTo CTPOKa JOJDKHA OBITh BAJIMIHOW 10 MHHUMYMa W3 JJIMHBI
CTPOKH (€CIM CYIIECTBYeT MapKep €€ KOHI[a) M BTOPOr0 apryMeHTa (yHKIHU
strnlen, a Bo3Bpamaemslii pe3yapTaT B OCTYCIOBUH 33/1a€TCSI SBHBIM 0Opa3oM. B
cirydae strncmp (cm. JluctuHr 6) Takke HE BBOAATCS OTpaHUYECHUS HA TO, YTO
BXOJIHBIE CTPOKH JOJDKHBI COIEpKATh HYJIeBOH O0alT. DTO MPUBOAUT K TOMY, UTO Ha
ypoBHE cnenu(rKanuii MPUXOINUTCA SBHO OINMMCHIBATH MOBEICHHUE (HYHKIMH, KOT/Ia
BXOJHBIE CTPOKM, HMEIOIIUE KOHEL, pa3iuyaroTcd Mo AnuHe. Mbl cTapaiuch
MaKCHMaJIbHO OCJIa0UTh IPENyCIOBHS M YCHINTBH MOCTYCJIOBHS JJIsL TOTO, YTOOBI
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IPOTECTUPOBATh HMHCTPYMEHTHI JEIYKTHBHON Bepu(UKamuy, BHIPa3HTEIEHOCTH
s3pka ACSL, a Takke BO3MOKHOCTH COJIBEPOB.

/*@ predicate valid_string{L}(char *s) =
0 < strlen(s) A \valid_range(s,0,strlen(s));

requires valid_string(sl);

requires valid_string(s2);

requires n < INT_MAX;

assigns \nothing;

ensures n = @ = \result = 0;

ensures (n > @ = (V Z i;

0 < i < minimum(n-1, minimum(strlen(sl), strlen(s2))) A
s1[i] s2[i])) = \result = 0;

ensures \result < @ = (n >0 A 3 Z i;

0 < i < minimum(n-1, minimum(strlen(sl), strlen(s2))) A
s1[i] < s2[i] =

(V Z k; @ <k <i= si[k] = s2[k]));

ensures \result > @ = (n >0 A 3 Z i;

0 < i < minimum(n-1, minimum(strlen(sl), strlen(s2))) A
s1[i] > s2[i] =

(V Z k; @ £k < i> si1[k] = s2[k]));*/

int strncmp(const char *s1, const char *s2, size_t n);

- IA

Jlucmune 5. Konwmpaxm onsa ¢pyuxyuu strncmp. I[lpoexm no paspabomke cneyughuxayuii 0is
OpenBSD
Listing 5. Contract for function strncmp. The project to develop specifications for OpenBSD

6.1 Jlornyeckue cpyHKLUMN

it HeKOTOPhIX (YHKUIUH creru(UKAIUH HAMEPEHHO M30BITOYHBI M (PAKTHUCCKU
JBaKBI MO-Pa3HOMY OIMCHIBAIOT TO, KaK (QYHKIHS JODKHA paboTars. Hampumep,
omHa w3 Takux ¢GyHKIMA — Strlen. B e¢ cnemmdukammm ecte OOBIYHBIC
(yHKUMOHAJBHBIE TpeOOBaHUST W ecTh  TpeOOBaHHME Ha  COOTBETCTBHUE
BO3BpAI[AEMOT0 Pe3yJibTaTa BbI30BY JIOTMYECKOH (YHKIIMHU O] TEM K& Ha3BaHUEM
strlen. IlogoGHEBI MMOIXOA MOTHBHUPOBAaH TEM, YTO JIOTHYECKYIO (DYHKIHIO
strlen yno0HO ucmonb30BaTh B creruduKanusax Apyrux (GyHKIUN, HampuMep,
strcmp (a Jormdyeckyro (YHKIHIO, ONHCHIBAMOIIYIO MOBeACHHE QyHKIUH Strcmp
— TpHU ONHUCAaHWU (YHKIMOHANBHBIX TpeboBaHuil k strcpy). IIpm sTom Bce
OCHOBHbIE CBOWCTBA JIOTUUECKON (DYHKLUH 33Jal0TCs C TIOMOIIBIO aKCHOM U JIEMM
(JTleMMBI Ha TaHHOM JTare He JoKa3biBaIKUCh). OHAKO Takue CHEeupUKalud He BO
BCeX ciydasx yaoOHbl. Hampumep, ux B 001IeM cioydae HEBO3MOXHO OTOOPa3UTh B
npoBepkn BpemeHn ucnoiHeHuss E-ACSL [18]. Tlostomy mms Tex (QyHKIWmA,
KOTOPBIM B CIEIU(UKANNAX CTABHIACH B COOTBETCTBHE JIOTHYECKass (DYHKITHSA,
00s13aTeNEHO pa3pabaThIBAINCh U «OOBITHBIE) CIICITU(UKAIINH.

Oyakur Ha s3bike CHM MOXKHO COTIOCTaBUTH JIOTHYECKYIO (YHKIHIO (OIUH-B-
OIWH), TOJNBKO B ciydae, ecnu Cu-QyHKmms «auctas» (pure). Jlormaeckyro
(YHKOMIO panMoOHAJBHO TWHCATh B TOM CiIy4ae, €CIM OHA NPUTOAWUTCS IS
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paspaboTku crienupukanuid 1 apyrux GpyHkiuid. Hanpumep, B GyHKITMOHATHHBIX
TpeOOBaHMSIX K MEMCPY MOXKHO BBIPA3UTh «OJMHAKOBOCTHY Src u dest
MOCPENICTBOM BBI30BA JIOTHUYCCKOW ()YHKIIMU memcmp.

/*@ requires valid_strn(cs, cnt);
requires valid_strn(ct, cnt);
assigns \nothing;

ensures \result = -1 V \result = @ V \result = 1;
behavior equal:

assumes cnt = 0 V

cnt > 0 A

(V Z i; @ < i < strnlen(cs, cnt) = (cs[i] = ct[i])) A

strnlen(cs, cnt) =
ensures \result = 0;
behavior len_diff:
assumes cnt > 0;
assumes V Z i; @ < i < strnlen(cs, cnt) = (cs[i] = ct[i]);
assumes strnlen(cs, cnt) # strnlen(ct, cnt);
ensures strnlen(cs, cnt) < strnlen(ct, cnt) = \result
ensures strnlen(cs, cnt) > strnlen(ct, cnt) = \result
behavior not_equal:
assumes cnt > 0;
assumes 3 Z i; @ < i < strnlen(cs, cnt) A cs[i] != ct[i];
ensures 3 Z i; @ < i < strnlen(cs, cnt) A
(VZ3j;0<3<i=cs[j] =ct[j]) A
(cs[i] # ct[i]) A
((u8 %)cs[i] < (u8 %)ct[i] ? \result = -1 : \result = 1);
complete behaviors;
disjoint behaviors;*/
int strncmp(const char *cs, const char *ct, size_t cnt);

strnlen(ct, cnt);

-1

1;

Jucmune 6. Konmpaxm ons ¢ynxyuu Strncmp. Ipoexm no sepugpuxayuu 6ubnuomeynvix
¢yuryuil sopa Linux
Listing 6. Conntract for function Strncmp. The Linux library functions verification project

7. HepewéHHbIe npobrieMbi

Ha ypoBHe crienmdukanuii aBTOpbl CTOJKHYJIMCH C PSIOM TMPOOJIeM, CBA3aHHBIX C
3HAYUTEJIbHBIMU HETOUHOCTSIMU MOJICJIMPOBAHHUS OTIEpalluii C YKa3aTelsiMH, a TaKKe
HEA0CTAaTOYHBIM YPOBHEM MOAEPKKH si3bika ACSL nuHCTpyMEHTaMH.

Tak, mist GyHKOIAA mMemmove WHCTPYMEHTaMH BepU(UKAIIMH TEeHEPUPYETCS
yclioBUe BepuUKaly, KOTOPOE MPOBepseT, uTo ykazatenu dest u src mexar B
OJTHOM BBIJICIICHHOM OJIOKE MaMATH. DTO HEOOXOJUMO JJISl TOTO, YTOOBI Pe3yabTaT
UX CcpaBHEHUs Obl1 ompenenéH 1o crangapry [14]. Hanomumm, xak paboraer
(hyHKIHS memmove: OHa OCYIISCTBISICT KOMMPOBAHKUE YYACTKA MAMSITH Pa3MepOM 7
OaiiT ¢ agpeca src mo aapecy dst, mpu ycioBum, 94To 1Ba 0003HAYEHHBIX PErHOHA
MaMsATH MOTYT Kak TepeceKaThcs, TaK M He Tepecekarbes. UToObI peanu3oBaTh
mociieiHee yclIoBWe, B (DYHKIHMH OCYIIECTBISETCS TMOPSIKOBOE CPABHEHHE
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ykazareneit dest m src. B ToM caywae, ecim dest HaxomuTcs o Src,
OCYILIECTBIIETCS MO0AWTOBOE KONMMPOBAHUE C Havaja SrcC (TakuMm 0o0pa3oM, eciu
PETHOHBI HAKIIAABIBAKOTCS IPYT HA PyTa, TO B SC OYIET 3aTUPAThCS YacTh, paHEe
yke ckonmpoBaHHas B dest); ecmm ke dest HaxomuTcs mocie Src, TO
OCYILIECTBIIACTCS KOMMPOBAHUE, HAUMHAS C KOHIIA PETHOHA MaMsITH SPC.

Mopens maMATH, JIeKamias B OCHOBE HHCTPYMEHTOB BepU(UKALUH, IO3BOJIAET
OCYIIECTBIIATE apu(MeTHYeCKUue ONepalud Ha yKazaTelnsix (B memmove 3To
CpaBHEHHE, PeaJIM30BaHHOE 4epe3 pasHHIly MEXAY yKaszaTelsiMH) B TOM Ciydae,
€CITM yKa3aTesu MPUHAJIeKaT OHOMY BBIICIIECHHOMY OJIOKY mamstu. s memmove
9TO He 00s13aTeNIbHO TaK. Ecin yciioBre BO3MOXHOM pa3HUIIbI PETHOHOB 3aIHCaHO B
KOHTPAaKTe, TO COOTBETCTBYIOIIEE yCIOBUE BepUpUKau, TpeOyolee COBIaIeHUs
OJIOKOB TIaMSITH, HEBO3MOXKHO J0Ka3aTh. DTO OTPAKEHO B UTOTOBHIX PE3yNIbTaTax B
tabnuue 2.

Oyukius strcat ocyiiecTBiIseT KOHKATCHAIUIO IBYX CTPOK, JOOAaBIsIsl CTPOKY
src k crpoke dest. Jlis 3TOro cHavasa HaxXOAUTCS KOHell CTpokH dest, a mocine
OCYIIECTBIISICTCS KOMMPOBAaHUE CTPOK AHAIOTWYHO TOMY, KaK 9TO IPOHCXOIHT B
¢ynakumn  strcpy. [ns  Toro, 4roObl JOKa3aTh YCIOBUS — BepH(DUKALUH,
NPOBEPSIONINE KOPPEKTHOCTh pabOThl C NaMsATbIO B JaHHOW (yHKUMH, OBUIO
JIOCTaTOYHO MOTPeOOBaTh BAJIMIHOCTU CTPOK Src u dest, a Takke I0CTaTOYHOTO
KOJIMYECTBA MAMATH 3a KOHIOM CTpoku dest s Toro, 4roGBl BMECTUTH
copepkumoe src. OIHAKO NPH JOKa3aTeJIbCTBE KOPPEKTHOCTH OTHOCHUTENBHO
(yHKUMOHANBHBIX ~ TpeOoBaHM K  JaHHOW  (QyHKUMH,  HOTpeOOBaIOCH
copMyJIMpOBaTh JIOMOJHUTENIbHOE TpeOOBaHHE, YTBEPKAAIOIIEE, YTO CyMMa JUINH
CTpok src u dest Bmemaercss B Tun Size_t. dyHkuus peanu3oBaHa uepes
utepanuio 1o ykaszatemsiM.  ClieoBaTelibHO, BO3MOXKHOCTH JI0Ka3aTellbCTBa
KOPPEKTHOCTHU pabOThI C MaMsThi0 O3 MPHUBJICYCHUS! JOTIOJHUTEIHLHOTO TPEOOBaHUS
B JIaHHOM ()YHKIIMM O3HA4YaeT, YTO B MOJENM MaMsITH WHCTPyMEHTa BepU(HUKALUH
HE YYHUTBIBAETCSI BOBMOXKHOCTD IIEPEIOIHEHHs YKa3aTeseu.

void *memset(void *s, int c,
size_t count) {
char *xs = s;
while (count--)
- *xs++ = C;
+  *xs++ = (char) c;
return s;

}

Jucmune 7. @ynxyuss memset. Aopo Linux 4.12, ¢haiin lib/string.c
Listing 7. Function memset. Linux kernel 4.12, file lib/string.c
Heckompko QyHKIUii moTpeboBanu H3MEHEHHsS KOJa IJisl TOTO, YTOOBI CTajo
BO3MOKHBIM JI0OKa3aTh WX KOPPEKTHOCTh. HecMOTpsi HA TO, 4TO aBTOPBI CTABWIIN
CBOEH 1IEJIbI0 CBECTH K MUHUMYMY BHECEHHE MPABOK B KOJI, B JIBYX CIy4asiX 3TOTO
n30exarb He ymanoch. B dyHkumsax memset m strcmp ucmonb3yercs HesBHOE
NpPUBEJCHUE THIIOB C mepernoiHeHueMm. B memset tum int HesBHBIM 0Opasom
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npuBoauTCs K THIy char (iuctunr 3), a B strcmp — char k unsigned char.
Hust Toro, uto0bl 106aBUTH CHEHU(UKAIMIO O HAMEPEHHOM IMEPEMOJTHEHHH,
TpebyeTcss caenath NpPUBEICHHE THUIA SIBHBIM. B HHCTpYMEHTax Ha YypOBHE
crnenuduKalii HE XBaTaeT KOHCTPYKIMH HESIBHOTO TMPHUBEACHHUS THOA C
nepenoiHeHueM (Hanpumep, /*@ (unsigned 1int %) */) mis Toro, 4ToOBI

axiomatic NotSupported {

predicate less(Z a, Z b) = a < b;
logic Z min(Z a, Z b) = less(a, b)
lemma not_supported:

) V Z a, b; less(a, b) ? min(a, b) = a : min(a, b) = b;

axiomatic Supported {
predicate less(Z a, Z b) = a < b;
logic Z min(Z a, Z b);
lemma defnl:
vV Z a, b; less(a, b) & min(a, b) = a;
lemma defn2:
) V Z a, b; !less(a, b) & min(a, b) = b;

v
Q
o

-

CTaJI0 BO3MOXKHBIM 00OHMTHCH 0€3 I3MEHEHHUs KOJIa B ITAaHHBIX CITydasX.

Jlucmune 8. Axkcuomamuueckue meopuu
Listing 8. Axiomatic theories

Ha ypoBue cnenupukanmii MHCTPYMEHTaMH HE NOAJECPIKUBACTCSI MCIOJIb30BaHUE
NPEJIMKaTOB B ONpPEIENICHUSX JIOTMYECKUX (YHKIMH, a TaKkKe HCIOJIb30BaHUE
NpEeIMKaTOB B JIEMMax M aKCHOMax B TepHapHOM orepatope. M3-3a 3Toro nHorma
CIOXKHO JaTh sBHOE OIpENeNeHUEe JIOTHYSCKOW (YHKIUU W TPHUXOIUTCS
HCIIONIE30BaTh aKCHOMATHYECKOE OIpeNeeHrne. JTa OCOOCHHOCTh MeEMIaeT AaTh
SBHOE OmpesencHne Jormdeckux Qynkmmii skip_spaces, strcspn, strpbrk u
strspn.

Oynkiun u3  ¢aitma ctype.h (isspace, isdigit, isalnum, isgraph,
islower, ...) ompenenaeHbl KaKk MaKpOChl, KOTOPBIE OMEPUPYIOT HA MaccuBe U3 256
s4eek _ctype, B KOTOpOoM 3a1aTcsi MPHUHAUICKHOCTh KaXKIOr0 CHMBOJIA
ornpeznenéHHOMY Kiaccy. UTOOBI yNpoCTUTh BEpU(PHKAMOHHYIO 3a7ady JaHHbBIC
MaKpochl ObUTM 3aMeHeHbl inline-QyHKIMSMH: HHCTPYMEHTHI BepU(PHKALUH HE
MO3BOJISIIOT MHCATh CHEUM(HUKALUM Ha MAKpPOONPEIENICHHS, TOJIbKO Ha (DYyHKIUH.
Wz-3a Toro, uto ri00anbHas WHULOMAIU3alUs MacCHBOB HE TPaHCIUpPYETCS B
mozens ans Bepudpukamuu (WhyML), maccuB _ctype Obut mepeonpenenéH kak
CTpOKa (MHHIMAIHM3AIM CTPOK TPAHCIUPYETCS B MOJIEIbHbIE aKCHOMBI). OmHaKo
J0Ka3aTh cooTBeTcTBUE (yHKuMit w3 ¢aiia ctype.h ux crnenudukanuii He
yIAJIOCh W TOCNE ONHMCAHHBIX TPaHCPOPMAIMA: CONBEPHI HE CIPABJISIOTCS C
JIOKA3aTeNbCTBOM, KOTJIa B MOJENH €CTh aKCHOMAaTHYeCKOe 3aJaHrhe MacCHBa
_ctype mmHO# 256 CUMBOJIIOB.
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8. Pesynbmamabi

B mpormecce nokaszarenbcTBa MOTHON KOPPEKTHOCTH (YHKIUH MBI TOJH30BAIHCH
npenmymiectBeHHO conBepamu Alt-Ergo (1.30) m CVC4 (1.4). x Bo3MOXHOCTEH
XBaTWJIO, YTOOBI JOKa3aTh Bce YyCIoBHUs Bepupukarmuu. J[mns Toro, dYTOOBI
MPOTECTUPOBATH BO3MOKHOCTH JIPYTHX COJIBEPOB B PA3HBIX KOH(HUIypalmsx, HAMH
OBLT OATOTOBIIEH TECTOBBIN CTEH]I U CIICIMAbHAs CTPATETHs MPeoOpa3oBaHus IS
Ka)KJIOTO YCIIOBUSI BEpUUKALINH.

8.1 KoHdurypaumsa TectoBoro creHaa

CoumBepsl 3allycKalluCh Ha MamIMHE co ciexyromei koHpurypamuein: AMD FX-
8120 (Eight-Core Processor), 16GB RAM. C numuramu o BpeMeHH B 60 ceKyHI U
mo mamata B 6000 Mb. IlapamiensHo paboTano He Oonee TPEX COIBEPOB.
Onepannonnas cuctema — GNU/Linux (kernel: 4.12.12 (smp preempt) x86_64).
Vcnionp30Banuch MHCTPYMEHTHI CIEAYIOUIMX BepcHi ¢ caiiTa mpoekta AstraVer:
WHY3 (0.87.3+git), FRAMA-C (Silicon-20161101), JESSIE2 (alpha3)

8.2 CtpaTterua TpaHccopmauum ycrnosumn sepudmkaumm

Jnist Toro, 4TOOBI BCE COJBEPHI OBUIN MOCTABJICHBI B MAKCUMAIIBHO OJIN3KUE YCIOBUS
U ObUIM JIOKa3aHbl BCe YCJOBUS Bepudukanuu (KpoMe OJHOTO Ui memmove),
HCIIOJIb30BAJIACh CIICAYIONIas CTpaTerus TpaHc(opMannm yciaoBui BeprupUKaIiu:
1. monpa30outh ycioBue BepupuKau MO0 KOoHBIOHKTaM (split_goal_wp);
nepeTu K mary 2.

2. mnonpoOoBaTh MPUMEHUTHh TpaHCPOPMANHWIO W3 MIara |, WHaYe TMepeTH K
mary 3;

3. BCTPOHUTH OIPEACICHUS BCEX JIOTHIECKUX cuMBOJIOB (inline_all);

4. mompo6oBaTh NPUMEHUTH TpaHCGhOpPMANHMIO U3 mIara |, MHadye MeperTH K
mary 5;

5. ckomeMmm3arys ycioBus Bepudukanuu (introduce_premises).

Heob6xomuMo OTMeTHTh, YTO B HEKOTOPHIX CHydasx TpaHcdopmanus inline_all
Hao0opoT 3aTpymHsSeT paboTy COJNBEPOB. DTO IMPOUCXOJAUT B TOM Cilydae, Korua
UCHIOJIB3YETCsl JIOCTATOYHO OOJIbIIOE KOJMYECTBO MPEAMKAaTOB B  CrenU(UKAINN
¢yHKIMH, GOPMUPYS [UTMHHYIO LIETIOUKY 3aBUcHMocTeil. OfHaKo pa3paboTaHHbIE HAMU
crienMQuKay He TMOAXOAAT MOJ 3TOT KPUTEPHH, M DKCIEPUMEHTHI C 3aIlyCKaMu
COJIBEPOB IT0Ka3aJIM 000CHOBAHHOCTh NPUMEHEHHS! JAHHOM TpaHC(HOpMaLHHL.

OKCIIepUMEHTBl TakoKe IIOKa3aiM, 4To pemiatend Oonee 3(PQEeKTUBHO pasperaror
BBITONHUMOCTE (popmyit Buma f(X) A =g(x) (1), uem dopmyn Buma —VX. f (%) =
g(x) (2), HecMOTpst Ha TO, YTO mepexox oT Gopmyn Buna (2) k ¢popmynam Buaa (1)
BO3MOJKEH C IIOMOIIBIO IPOCTBIX IPEOOpPa3OBaHMUM, COXPAHSIOIINX BBINOIHIMOCTb
(mpuBeZieHUsT K TIpeIBapeHHONW HOpMabHOM (opMe m cronemuzarmu). [loatomy B
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SKCTIEpUMEHTaX  HCIONb30BaNachk Tpancopmamms WHY3  introduce_premises,
COOTBETCTBYIOLIAsI BEIIIOJHEHHIO 3THX IPEOOPa30BaHHUM.

B ocrangsHOM MOKHO BHIETH, YTO NPUBEAEHHAS CTpaTerysi MAKCUMAJIbHO HALleIeHa Ha
MOAPa3ONUTHE YCIOBHS BEpHUHKAIMKA HA OTACNBHBIE KOHBIOHKTHL JTO 0OJerdaer
paboty comBepos. [Ipu peanpHOI paboTe ¢ TOKA3aTENIHCTBAMH ITOJ00HAs CTpaTerus He
ucrosb3yercs.. Hekoropble u3 npuBenEHHBIX TpaHC(HOPMALUMK HCIIONB3YIOTCS JIMIIb B
TOM CJTydae, KOrJa COJIBEpBI He MOTYT Cpa3y JOKa3aTh YCIOBHE BepU(HKALIH.

8.3 PesynbTaThbl cOnBepos

PesynbraTh! 3amycka coiBepoB IPUBEACHH B Tabnuie 2. B 3amyckax ydacTBOBaH
cnenyromue conseprl: ALT-ERGO (1.30), CVC3 (2.4.1), CVC4 (1.4), CVC4 (1.5),
EPROVER (1.9.1-001), SpAsS (3.9), Z3 (4.5.0).

Tabn, 2. 3anycku congepos
Table 2. Solver runs

Function vC Alt-Ergo Ccve3 cvca cvca Eprover Spass 3
1.3 2.4.1 1.4 1.5 1.9.1-001 3.9 4.5.0

total |vc atime|lvc atime]vc atime|lvc atime|vc atime|vc  atime|vc  atime
_parse_integ. [282 276 0.1/280 0.83|V 0.18|V 0.1]212 0.24|197 1.69|279 0.06)
check_bytes8 |50 49 0.55|49 0.09|49 0.09|V 0.11438 1.76|31 8.38|36 1.52
kstrtobool 1096 |V 0.05|v 0.08|v 0.1}V 0.09]1006  0.13]|937 0.38]1065 0.15
memchr 39 v 6.05|11 0.22|V 0.37|V 0.15{31 2.58|11 5.73|129 0.12
memcmp 60 58 0.13|V 0.15|58 0.1|v 0.1{49 0.51|36 4.45|55 0.15
memcpy 43 v 4.18|V 0.35|V 0.16|v 0.14{30 1.05|16 6.85/30 0.06
memmove  [93*(92) [90 3.94|V 0.88|87 0.16|v 0.18|63 0.95|43 11.87|68 0.3
memscan 47 46 0.07|V 0.1V 0.09|V 0.09|41 0.59|34 4.55(42 0.06
memset 27 26 5.02|14 0.19|V 0.19|V 0.16{19 3.82|12 11.12]18 0.08
skip_spaces |34 30 0.7632 1.96|v 0.51{33 0.14{27 0.7]24 0.34{30 0.09
strcasecmp |58 50 0.43|52 1.65|57 0.79|V 0.53|43 0.28]35 2.85/49 0.49
strcat 73 68 0.58|66 2.16|V 11371 0.17|54 2.56|39 0.67|60 0.94
strchr 43 35 4.57|23 0.17|V 0.23|V 0.22|31 1.03|24 3.65|32 0.11
strchrnul 46 42 2.07|37 0.26]V 0.19|V 0.16/40 1.91§31 2.27139 0.31]
stremp 60 51 1.76|16 0.6|v 1.75|59 1.08|47 1.05/|36 1.65|47 0.1
strcpy 46 43 1.33]45 0.66|v 0.48|V 0.17|33 1.13|26 0.65|39 1.43
strcspn 78 68 0.38|69 0.37|74 2.95|75 1.82|58 1.85|46 1.68|61 0.11
stricpy 84 82 0.15|82 0.14|V 1.08|v 0.24{67 1.2|52 1.74]78 0.42
strlen 26 v 1.12|24 0.12|V 0.16]V 0.23|19 3.36|14 2.96/21 0.08
strnchr 49 38 4.44|19 0.23|46 3.34|v/ 0.72|35 2.57|24 1.56|27 0.09|
strncmp 102 81 2.57|25 0.25|94 2.39199 2.32|76 1.06|55 2.56/76 0.57,
strnlen 44 39 1.91)42 1.04/39 1.23|v 1.31)31 2.4|26 5.52|32 0.08
strpbrk 70 57 0.64/58 1.54/62 3.18|67 1.57)48 1.89|39 0.75|53 0.09
strrchr 62 53 4.57|12 0.17|V 1.09]60 0.85|46 2.33|31 4.67|46 0.11
strsep 62 60 0.25|60 0.09|v 0.19|v/ 0.15{55 0.12|51 1.48|58 0.06
strspn 107 99 0.84]100 0.69|104 1.32|103 0.61/89 1.3775 1.59|91 0.13]
TOTAL 2781 |2645 0.9]2454 0.42]2740 0.61)2761 0.37|2288 0.76]1945 1.72|2461 0.22

B mepBoii konoHke Tabnuia comepkut UM GyHkmuu sapa Linux, KOPpeKTHOCTh
KOTOpPOW JoKa3biBacTca. BO BTOpOW KOJOHKE CONEPKHUTCS WHPOpMAIUs O

69



Efremov D.V., Mandrykin M.U. Formal Verification of Linux Kernel Library Functions. Trudy ISP RAN/Proc. ISP
RAS, vol. 29, issue 6, 2017, pp. 49-76

KOJIMYECTBE YCJIOBHH BepUUKALUK U yKa3aHHOW (YHKIMH IOCIIE MPUMEHEHHS
ONMCAaHHOM CTpaTerWy Al TECTUPOBAHUS COJBEPOB. B mocnemyrommx KOJIOHKaX
NPUBOAMTCS MH(OpMAmMs O 3alycKax COJIBEPOB: KOJIMYECTBY IOKA3aHHBIX HMH
YCIOBUH BEpUPUKALNK U CPEIHEMY BPEMEHH PaOOThI Ha YCTICIIHBIX 3aITyCKaX.

Tam, rme comBep cyMmen JOKa3aTh BCE YCJIOBHS BEepH(MKAIMU I KOHKPETHOH

¢ynknun B Tabnume mpocrtapiena V. ComBephl ¢ MaKCHMAIbHBIM KOIHYECTBOM
JOKa3aHHBIX YCJIOBHH BepH(HKAIMM MOMEYArOTCS 3€JIEHBIM LBETOM. MHUHUMYM
CpeIH OCTAJIBHBIX COJIBEPOB BBIJIENIAETCS KPACHBIM BETOM. MUHUMaNIBHOE CpeHee
BpeMs Cpeld BCEX 3allyCKOB OTMeuaeTcs CHHUM IIBETOM. MakcuMalbHOE —
JKENTBIM LIBETOM.

Taxoke comsepsr CVC4 (1.4, 1.5) u Z3 (4.5.0) DOTONHUTETHHO TECTHPOBAIICH C
npaiiBepom noBV. DOro cniennanbsHelid apaiiBep WHY3, KOTOpBIH yOHpaeT Teopuu
JUuisl OMTOBBIX BEKTOPOB M3 33jay coiBepoB. Tak kak B HamieM HaOope (QyHKLMiA
OTCYTCTBYIOT TIOOMTOBBIC ONEpallMd M MAHUNYJSAIUU C OUTOBBIMH IOJISIMH,
NpEANosarajoch YTO WCIOJIb30BAaHWE IaHHOTO JpaiiBepa ce0sl OIpaBIbIBacT.
Pe3ysprarhl JaHHBIX KOH(HIypalMii HE BOIUIM B UTOTOBYIO TaOJIUIlY, TaK KaK OHH
OKa3aJIMCh XYK€ IO KOJNYECTBY JOKA3aHHBIX YCIOBUH Bepu(HUKaLUH, 9eM IpyTHe
KOH(UTypanuy 3THX Xe conBepoB. IIpu smmure mo Bpemenu B 40 cekyHI W 1O
namsata B 4000 Mb comseper CVC4 ¢ mpaiiBepoM noBV mokassiBanm pe3yibTaT
JydIIe, OJHAKO IPH TEKYIINX JIMMHTaX KapTHHA PAIUKaIbHO OMEHSIIACE.
Heo0xoaumMo OTMETHTH, YTO B HOPMAJIBHOM ILHMKJIE pabOT HAMH HCIIOJIb3YIOTCS
comeepel ALT-ERGO (1.30), CVC4 (1.4), Z3 (4.5.0) B mopsiAKe dYacTOTHI
UCIIONIb30BaHMI.

Consep CVC4 Bepcuu 1.5 3amyckaincs ¢ IpaiiBepom Juist Bepcuu consepa CVC4
1.4, Tak Kak B Tekyuied Bepcur WHY3 OTCYTCTBYET JipailBep IUIsl peIU3HON Bepcun
conBepa 1.5. Bepcus npaiiBepa [uis Npepesiu3HOM BEPCUU BBLAAET pe3yJbTaT
xyxe [19].

Tabn. 3. Maxcumanvroe epemst pabomol cONBEPOB U CAYYAU YHUKALbHBIX OOKA3AMENbCME
Table 3. Maximum time of solvers and cases of unique proof

Alt-Ergo cve3 cvca cvca Eprover Spass 23
1.3 241 14 1.5 1.9.1-001 3.9 4.5.0
mtime unig|mtime unig|mtime unig|mtime unig|mtime unig|mtime unig|mtime uniq
58.75 1]56.68 0]57.97 7|52.27 20]47.8 0]59.74 0]26.74 0

8.4 UHTepnpeTauus pe3ynbTaToB

Bce ycnoBus Bepudukanuy, 3a HUCKIIOYCHHWEM OJHOTO I Memmove, YCIEIIHO
JI0Ka3bIBalOTCs conBepamu. Jlyuime Bcero cebdst mokasanu ALT-ERGO u CVC4, uro
JETKO OOBSICHUMO TEM, YTO MHCTPYMEHTB BepU(HUKANUM TECTHPYIOTCSA, B
OCHOBHOM, Ha 3THX ABYX COJIBEpax.

Jlyqmmii  pe3yaprar 10  KOJMYECTBY JIOKAa3aHHBIX YCJIOBHH BepU(HKALMH
noka3biBaeT CVC4 Bepcuwm 1.5.
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Jlyqmme pe3ynpTaTel MO BpPEMEHH MOKa3plBaeT Z3. OTO MOXHO YaCTHIHO
OOBACHUTH TEM, YTO YUYHUTBHIBAIOTCA TOJIBKO YCIICIIHBIC 3allyCKH CONBEPOB. Z3
JTOKa3bIBaeT MEHbIIE YCIOBHH Bepupukanuu, yem ALT-ERGO u CVC4.

Takke CTOUT OTMETHUTH, YTO MEXAHHU3M 3alycka conBepoB WHY3 MHOrzZa naBaji
cOOM W HEKOPPEKTHO YYUTHIBAJ JIMMHUT MO BpeMeHH. Tak, U coiBepa Spass B 4x
cinydasx ObIIO cymiecTBeHHO (B 1.5-2 pa3a) MpeBBIIEHO MaKCHMAIBHOE BpeMs
JOKa3aTenbeTBa, sl conBepa CVC4 (1.5) Oputo ogHO mpeBbIIeHHe Ha 18 cexyH.
HecMotpst Ha TO, YTO CONBEPHI YCIENIHO JIOKa3ald YCJIOBUS BEepHU(UKAIMU, 3TH
BPEMEHH M JJIsl IPYTHX COJIBEPOB.

B Tabnmuue 3 mpuBeneHbl JaHHBIE MO0 MaKCUMalIbHOMY BPEMEHH PadOThI CoJBepa
JUIL  YCTICIIHOI'O JIOKAa3aTesNbCTBA, a TaKKe IO KOJMYECTBY YHHKAJIbHBIX
J0Ka3aTCJIbCTB. PC3YyJIbTAThl HE 6I)IJ'II/I WM 3aCUHUTaHbl 1 HE YYUTBHIBAJIUCH B UTOTOBOM
tabnuue. B npouecce MoAroTOBKH pe3ysibTaToOB Mbl CTAJIKHBAINCH C HEKOPPEKTHBIM
y4€ToM

HOI[ YHUKAJIbHBIMU JOKa3aTCJIbCTBAMH ITMOHUMAIOTCA YCJIIOBUA BepI/I(bI/IKaI_[I/II/I,
KOTOpBIE CMOT JIOKa3aTh TOJIKO OJIH COJIBED.

B uenom, pesynbraThl mokaszand, 4to Bepcus coiBepa CVC4 (1.5) 3aciyxuBaer
NPUCTAILHOTO BHUMaHHs K ceOe, U, BO3MOXKHO, IEepPexoja K HCIIOIb30BAaHHUIO €To
KaK OCHOBHOTO, IIpU paboTe ¢ JaHHBIM CTEKOM MHCTPYMEHTOB. [loka aToMy Melaer
OTCYTCTBHE TIOJHOIICHHOW TONIEPKKH CcO CTOpoHel WHY3 wu ofmas
HecTabMIIbHOCTB ero paborsl. CosiBep 4acTo Majgaer ¢ OMIMOKON CerMeHTHPOBaHUS
Ha YCJIOBHAX BEpU(HKALMM, HA KOTOPHIX HE NPUMEHSUINCH BBIIICONMHCAHHbIE
TpaHChOopMaLUH.

9. JanbHelwas paboma

Juss dgactm sormdecknX (YHKIHH, pPEaNM30BaHHBIX K TEKYIIEMY MOMEHTY
BO3MOXKHO JTOKa3aTh KOPPEKTHOCTH JeMM. /3-3a orpaHHYCHHI HHCTPYMEHTOB, HE
BCe JIOTHUYECKHEe (YHKIMM MOTIH OBITH OIpeneNeHBl sBHO. [N TexX W3 HUX,
KOTOpbIE HE 3aJaHbl SIBHO, JOKa3aTh KOPPEKTHOCTh JIEMM Ha TEKYIIUA MOMEHT
HEBO3MOXKHO T0 OUE€BUIHOM MpUUKHE. J{JIs1 OCTaIbHBIX KOPPEKTHOCTD JIEMM JOJIKHA
OBITh JOKa3aHa C MOMOIIBI0 HHCTpyMeHTa Coq.

CrnenyromuM JIOTHYHBIM IIaroM SBISICTCS paclIMpeHne Habopa (YHKIUHA [Uis
(hopManpHOY Bepu(HUKAMU U BKIIOYCHHS B 3TOT HA0Op HE TONBKO (DYHKIUH st
paboTHI CO CTPOKaMH, HO W, HAIpUMeEp, C OUTOBOW apU(PMETUKOH, a TaKKe WHBIX
tunoB Qynkuuit u3 nanku 1ib sapa Linux. Ha atom stane HamOGousbinuii nHTEpEC
JUIL HAC TPEACTABISIOT (PYHKIUH, TaK WIM HHAYE HCIIONB3YIOIIUE KOHCTPYKIUU
si3p1ka CH, KOTOPBIC CI0XKHBI U (POPMATIbHON BEpUPUKAIIHY.

ITocne Toro, Kak KOHTPAKTHl ()YHKIUN KOPPEKTHO CPOPMYINPOBAHEI, HIMEET CMBICI
MPOBEPUTH COOIOICHUE TPEIYCIOBHI B TOYKaX BBI30BOB OMOIMOTCUHBIX (PYHKITUI.
BBumy Toro, uro koma sapa Linux mMeeT CyIIeCTBEHHBIH 00BEM, OCYIICCTBUTH
MOJOOHYI0 TIPOBEPKY METOJAMH JCIyKTHBHON BEPUPHUKAIMKA MPAKTUICCKU
HEeBO3MOXHO. OpnHako, ¢ mnomompilo IiaruHa E-ACSL B03MOXHO 4YacTh
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NpenycIOBUH OTOOpa3suTh B NPOBEPKH BPEMEHH HCIIOIHEHUS M OCYLIECTBISATH
TPOBEPKY COOIONEHISI TPEAYCIOBHA OMONMOTEYHBIX (PYHKIMHA B TUHAMUKE. DTO
notpedyeT CyrecTBeHHOH mopaborku ruarmHa E-ACSL s paGoTel ¢ KOHOBOM
Oa3zoii sapa Linux, a Takke YacTHYHOTO M3MEHEHHS caMoro koma snpa. [lmarmn
UCIIOJNIb3YeT HECKOJBKO OMOJIIMOTEK (IUIi OTCIIC)KUBAHUSI COCTOSHMS MaMATH, VIS
paboTHI ¢ HEOrPaHMYEHHBIMH YUCIIAMH), KOTOPBIE IOJIKHBI OBITh MHTETPUPOBAHBI B
KOJI siapa.

10. 3aknroyeHue

B pamkax paGoThl OBUIM MOJHOCTHIO JOKa3aHbl 26 OMOIMOTEYHBIX (PYHKIUU sapa
Linux. BonbmuHCTBO naHHBIX (QYHKLUI ONEPUPYIOT C JaHHBIMH CTPOKOBOT'O THIIA.
Ha wnabope »3tux ¢yHKUMiI y#anoch BBISIBUTH 3HAYUTENBHOE KOJIHMYECTBO
HEJJOCTATKOB B HCIIOJIb30BaHHBIX MHCTPYMEHTax Bepu(UKaluK, BbIPaOOTATH
NOAXOABl K JIOKAa3aTeNbCTBY M pa3paboTke crenubukanuii s QyHKUUHA
AQHAJIOTUYHOTO BHAA, TMPEIVIOKHTH MW  PEaNn3oBaTh paclupeHne Habopa
cnenn(UKAMOHHBIX ~ KOHCTpyKumi  s3pika  ACSL.  ABTOpBI  cTapajmchk
pa3pabaTbiBaTh criennpUKanuN TaKUM 00pa3oM, YTOOBI HE MEHATh MCXOIHBIH KOA
¢yakunii. Beemenme B s3plk ACSL  IBYX JOMOJTHHUTENBHBIX KOHCTPYKITHA
TIO3BOJIHMJIO AOKa3aTh 11 (GyHKIMH, HEe M3MEHAA UX KOJa.

Htorosoe cootHomeHne crenudukanuii 1 pasMepa Koja COCTaBISIET MPUMEPHO
~2.6, TO eCTb NPHUMEPHO JABE C MOJOBHMHOW CTPOYKH CHElU(UKAINK HA OAHY
CTPOUKY KOZa.

Kon ¢ynknwmii, cierudukayum, MpoTOKOIIBI T0Ka3aTeNILCTB BEUIOKEHBI B OTKPBITOM
JOCTyIle BMECTE C MHCTPYKIMSIMHM TIO BOCIPOW3BEACHHMIO pe3ynbTara [7].
Crneundukanuy ¢ HCXOTHBIM KOJOM MOTYT B JajbHEHIIEM CIYXHTb TECTOBBIM
Ha0OpPOM Il HHCTPYMEHTOB JIeIyKTHBHOM BepH(PHUKALIUU U COIBEPOB.
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Abstract. The paper presents result of a study on deductive verification of 26 Linux kernel
library functions with AstraVer toolset. The code includes primarily string-manipulating
functions and is verified against contract specifications formalizing its functional correctness
properties. The paper presents a brief review of the related earlier studies, discusses their
results and indicates both the previous issues that were successfully solved in this study and
the ones that remain and still prevent successful verification. The paper also presents several
specification practices that were applied in the study, including some common specification
patterns. The authors have successfully and fully proved functional correctness of 25
functions. The paper includes results of benchmarking 5 state-of-the-art SMT solvers on the
resulting verification conditions.
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